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Executive Summary

On September 12, 2025, Inor Wang turned in a report to Professor Jacob D. Stauffer that was
requested, to perform an offline examination of Registry files which have been extracted off a
copied image of a machine assigned to Natasha. The request was prompted to strengthen Inor
Wang’s skills and generate an industry-level report that could be replicated by any
examiner. Within this lab, it is requested to answer 18 questions with valid explanations,
analysis, and screenshots to prove or disprove hypothesis. All hives were analyzed in Eric
Zimmerman’s Registry Explorer and AccessData Registry Viewer; evidentiary integrity was
preserved using MDS5, SHA1, and SHA256 hashes.

Key findings from the examination are as follows:

e System Configuration: Current Control Set: ControlSet001 — Time zone: Eastern Time
(Bias 300 / ActiveTimeBias 240 -> UTC-5 with DST) — Hostname: WIN-S550ED41619
— Last standard shutdown: 2012-07-17 15:59:47

e Security Posture: Windows Defender service present and set to start automatically, not
disabled by policy; automatic remediation off. Any actions require administrator
approval.

e Python Information: Python 2.7 installed in directory, C:\Python27\, with PyWin32-217
— Install window bracketed by last-writes: 2012-06-13 12:58:09—-13:11:24 UTC.

e Accounts & Authentication: Local accounts: Administrator, Guest, Natasha — Natasha
(RID 0x3E8 = 1000): user with Administrator privileges, enabled; 7 logons; last logon
2012-07-17 21:00:58 UTC; password last set 2011-06-06 20:35:00 UTC; no expiration
configured — Most recent user: Natasha (most recent F-value logon timestamp).

o User Application Activity: Browsers executed: Internet Explorer, Firefox, Chrome. By
focus time, Internet Explorer was used most (1:51:15), then Firefox (1:10:19), Chrome
(~0:27:01) — Email: Default client Mozilla Thunderbird (used in 2011). Subsequent
behavior indicates webmail via Internet Explorer, first typed URL “http://gmail.com/”,
suggesting Gmail as the active platform at seizure time. — TypedURLs include
gmail.com, ucla.edu, roman-empire.net, 172.16.53.138. — RunMRU shows cmd executed

via Start => Run.



e Network Configuration: Primary NIC: DHCP enabled; last leased IP 172.16.53.141;
lease obtained 2012-07-17 21:00:35 UTC (aligned with key last-write).

The registry artifacts conclusively answer the client’s questions about configuration, security
tooling, user behavior, software installation, and networking. Evidence shows Windows
Defender active, Python 2.7 installed mid-June 2012, Natasha as the primary and most recent
user, and a DHCP-assigned address (172.16.53.141) at the time of interest. All findings are

derived from hashed, verifiable registry paths and reproducible queries.

The methods and results of this investigation should be considered in the context of learning how

to navigate the Registry keys to find actionable insights into investigations.



Synopsis

A set of Windows Registry artifacts was provided for offline analysis to answer defined

investigative questions about a seized workstation. The Registry is a primary source of

historical and configuration data (system state, user accounts, software, services, network, and

usage traces). The client requested a step-by-step, reproducible workflow with annotated

screenshots and explicit Registry paths supporting each finding.

Client Questions:

1.

2
3
4.
5

10.

11

Which ControlSet is the current control set?

What is this computer’s timezone set to at the time of seizure?
What is its assigned computername?

When was it last shutdown through standard shutdown procedures?

Based on analysis of current services installed on this computer, would you say it’s likely
or unlikely that this computer was protected with Windows Defender at the time it was
seized? Explain.

How many Registry keys/sub-keys were last written on the day the computer was last
shutdown? Provide an explanation and/or screen print to support your conclusion.

What version of Python is likely installed on this computer? Explain.
When do you think it was installed?
What use accounts are configured on the system?
Provide the following information pertaining to the Natasha user account:
a. Privilege level (i.e. user vs. admin)
b. How many times logged on
c. Last logon date/time
d. When the password was last changed
e. Is the password set to expire? If so, when?

f. Is the account enabled or disabled?

. What user account was the last one to log in? Explain
12.
13.
14.

What web browsers did the Natasha user account use? Which was used the most?
What email client do you think the Natasha user account used? Explain.

What URLSs did the Natasha account type in?



15. What did the Natasha account open via the Start => Run line?

16. Does it appear the computer was ever associated with a wi-fi network? Explain.
17. Is this computer configured to obtain an IP address via DHCP? Explain.

18. What was its last IP address?

Scope of Work:
e Acquisition of the forensic image from Professor Stauffer in the UTSA Canvas website.
e Analysis of offline hives using either Registry Explorer or Registry Viewer.

e Verification of evidentiary integrity using MDS5, SHA1, and SHA256 cryptographic
hashes.



Evidence Analyzed

This section provides details of the digital evidence collected

Evidence ID  E001

Name
Type
Size
MD5
SHA1
SHA256

registry-hive-capture.zip

Zip archive data, at least v2.0 to extract, compression method=deflate
9,543,680 bytes (9.1MB)
A1E5678C67FBA65AD69D27FC6ABDCOA3
88595F161C5D6EF24AC9D00C4D6F29831F6B6330

2C0C651A71B7448B9D422399C41E3A88779830725D706836128 A1346F363
5978



Tools Used

Workstation
Hostname

IS-4523-001-WINDOWS

Software
Name

Registry Explorer (Eric

Zimmerman)

Registry
(AccessData)

Viewer

Operating System  Build Physical / Virtual  Built

Windows 11 2021  Virtual 09/06/2025
Version Release Purpose

2.0 Apr 2022  Used to parse Windows Registry artifacts

2.0.0 Nov 2017  Used to parse Windows Registry artifacts



Analysis Findings
Overview of Examination Procedures

The forensic analysis of the provided Registry hives (SAM, SYSTEM, SOFTWARE,
SECURITY, DEFAULT, and NTUSER.DAT under Natasha’s users folder) was analyzed within
Registry Viewer and Registry Explorer. The evidence collected was provided by Professor
Stauffer in an .zip folder. The evidence was verified via MDS, SHA1, and SHA256 hashes to
maintain integrity.

Additional targeted analysis was performed using:

e Registry Explorer (Eric Zimmerman’s tool) — to analyze Windows Registry keys.
o AccessData Registry Viewer — to analyze Windows Registry keys.

Throughout the process, all findings were documented, and cryptographic hash values were
maintained for validation.

Evidence Reviewed
1. Registry Hive Capture folder (E001): Full hive capture of the computer.

Key Findings

1. Which ControlSet is the current control set?

e Analysis Performed:
o The system hive was analyzed through the AccessData Registry Viewer
application.
o Asyou can see in Figure 1, the system had two control sets, “ControlSet001” and
“ControlSet002”. From there, I clicked on the Select key and the value of
Current = “0x00000001 (1)” which indicates that the current control set is
ControlSet 001.
o Path: system\Select
e Answer:
The current control set is ControlSet001.

e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [system]
File Edit Report View Window Help

=8 | | |2

=48 system Name Type Data
- Contralset001 [ Current REG.DWORD  0x00000001 (1)
-3 Controlset002 [ Default REG DWORD  0x00000001 (1)
g :AN”;"tEdDE""ES 5% Failed REG_DWORD  0x0000000D (0)
aEm (B LastknownG... REG DWORD  0x00000002 (2)

-0 Setup
w0 wea

Figure 1. Registry Viewer of the System hive showing the current control set



2. What is this computer’s timezone set to at the time of seizure?

e Analysis Performed:
o The system hive was analyzed through the AccessData Registry Viewer
application.
o Within the Select registry key, it contained multiple registry values such as,
TimeZoneKeyName, which is set to Eastern Standard Time (UTC).
o The registry value, Bias, is set to “0x0000012C (300)”, which corresponds UTC-
5. The 300 represents 300 minutes which corresponds to 5 hours hence UTC-5.
o The registry value, ActiveTimeBias, is set to “0x000000F0 (240)”.
o Path: system\ControlSet001\Control\TimeZonelnformation
e Answer:

Natasha’s computer’s timezone was set to UTC-5, with daylight savings enabled.

e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [system] — O
File Edit Report View Window Help -
= 2 | | 2
-3 Srp MName Type Data
g :’ﬁl?‘te”s"j”c””f'g &4 Bias REG_DWORD  (x00O0012C (300)
e a S:' mage 2 DaylightBias REG_DWORD  OxFFFFFFC4 (4294967236)
E;CI . ':Zf:ﬁemurces [ab] DaylightName REG_SZ Btzres.dil-111
o-& T::bletPC @{DaylightS’car‘t REG_BINARY 000003 00 02 00 02 00 00 00 00 00 00 00 OO 00
023 Terminal Server e StandardBias REG_DWORD (e O0000000 (07
123 TimeZonelnformation StandardName REG_SZ @tzres.dil,-112
=3 usbflags fix StandardStart REG_BINARY 0000 0B 0001 00 02 00 00 OO0 00 00 00 00 00 00
-0 ushstor ﬂmeZoneKeyName REG_SZ Eastern Standard Time
o33 VAN [ DynamicDaylightT.. REG_DWORD  (xDDDD0ODD (0]
-0 Video iie ActiveTimeBias REG_DWORD (O DO0000FD (24070
{23 wenesve
-2 Welf

Figure 2. Registry Viewer of the System hive showing the TimeZonelnformation registry key



3. What is the assigned computername?

e Analysis Performed:

o The system hive was analyzed through the AccessData Registry Viewer

application.

o Within the ComputerName registry key, it contained the ComputerName registry

value of “WIN-SS550ED41619”, which is the computer name.

o Path: system\ControlSet001\Control\ComputerName\ComputerName

e Answer:
The assigned computer name is “WIN-SS550ED41619”.
e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [system]
File Edit Repeort View Window Help
CdE | | 2

1:| ApplD Name Type
G- Arbiters (default) REG 57

Data

MAMEnC

(] BackupRestore CnmputerName REG_5Z

WIN-5550ED416I19

l:| Class
-0 CMF
i..[7] CoDevicelnstallers

.{Z] COM Name Arbiter
=1 ComputerName
¢ Ly ComputerMame

l:l Contentlndex

Figure 3. Registry Viewer of the System hive showing ComputerName registry key

4. When was it last shutdown through standard shutdown procedures?

e Analysis Performed:



o The system hive was analyzed through the AccessData Registry Viewer
application.

o Within the Windows registry key, the ShutdownTime registry value shows the
last shutdown through standard shutdown procedures which is, “1A C3 49 19 SF
64 CD 01”. The value is in little-endian hex.

o After using OSINT resources, the examiner discovered a Powershell command to
convert the hex (after reversing the bytes since it is in little-endian) to a readable
date time format which is shown in Figure 5.

o Path: system\ControlSet001\Control\Windows

e Answer:

The last shutdown through standard shutdown procedures was “07/17/2012 15:59:47”
also known as, “July 17, 2012 at 3:59:47 pm”.

e Supporting Evidence:

{{'a AccessData Registry Viewer ([Demo Mode) - [system]
File Edit Report View Window Help

= |2 | | | ®
+[:| usbflags Mame Type Data
i usbstor B ErrorMode REG_LDWORD  0x00000000 (0)
+D V‘_QN Directory REG_EXPAND S7 %SystemRoot%
+g Video R# NolnteractiveServices REG.DWORD  (xD00DO0DO ()
: I :::_cd:c e SystemDirectory REG_EXPAND_SZ  %:5SysternRoot?\system32
< & wol BE ShellErrorMode REG_DWORD  (x00000001 (1)
3 Windows RE CSDVersion REG_DWORD  (x00000000 (0)
+ 3 Winlogon &% CSDReleaseType REG_DWORD  (x00000000 (0)
S0 WML #¥ CSDBuildNumber REG_DWORD  (x00004001 (16385)
.3 Enum &% ComponentizedBuild REG_DWORD  (x00000001 (1)
1. (0 Hardware Profiles B ShutdownTime REG_BINARY 1A C3 4919 5F 64 CD 01
D Policies |

2 powershell

PowerShell 7.5.2

PS C:\Users\inor> [system.datetime]::FromFileTime(8x01cd6U5F1949C31A).ToString(
17072012 15:59:47

PS C:\Users\inor> [system.datetime]::FromFileTime(8x01cd6U5F1949C31A).ToString(
07/17/2012 15:59:47

PS C:\Users\inor> |

Figure 5. Powershell command to convert FileTime to date time

5. Based on an analysis of current services installed on this computer, would you say it’s likely or
unlikely that this computer was protected with Windows Defender at the time it was seized?
Explain.

e Analysis Performed:
o The system and software hives was analyzed through the AccessData Registry
Viewer application.



o In Figure 6, it shows the registry value, “Start”, which is set to “0x000000002
(2)”, which means the service is set to start automatically at boot.
o In Figure 7, it shows the registry value, “Windows Defender”, which is set to

“0x00000000 (0)”,

which means Windows Defender

is NOT disabled.

Additionally, the registry value, “DisableRoutinelyTakingAction”, which is set

to “0x00000001 (1)”, which means Windows Defender is set to NOT

automatically take actions.
o Figure 6’s path: system\ControlSet001\services\WinDefend
o Figure 7’s path: software\Microsoft\Windows Defender

e Answer:

It is likely that this computer was protected with Windows Defender at the time it was
seized and the Start registry value being enabled however, Windows Defender the
registry value, DisableRoutinelyTakingAction, is enabled. Therefore, the computer was
protected with Windows Defender and is set to start automatically however, it will
only detect and alert, leaving the decision to the computer administrator.

e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [system]
File Edit Report View Window Help

oF 2 \ | |2
(3 WIMMount Name Type Data
33 WinDefend 28] DisplayName REG_SZ @%ProgramFiles s\ Windows Defender\MsMpRes.dil...
@ Parameters & ErrorControl REG_DWORD 0%00000001 (1)
: 8 i:‘g;lt:n " [a8]imagePath REG_EXPAND SZ  %SystemRoot%\Systern32\svchost.exe -k secsves

-2 Windows Workflow Foundation 3. @{Start REG_DWORD 0x00000002 (2)
) WinHtpAutoProxySve [ Type REG.DWORD  0x0D0D0020 (32)
-1 Winmgmt E"]Descriptinn REG_57 @%ProgramFiles3a\Windows Defender\MsMpRes.dll...
23 WinRM DependOnSEwica REG_MULTI_SZ  RpcSs
£ Winsock ObjectMame REG_SZ LocalSystem
-3 WinSock2 B8 ServiceSidType REG_DWORD  0x00000001 (1)
-2 Wlansve @Requ\radpnvl\eges REG_MULTI_SZ SelmpersonatePrivilege SeBackupPrivilege SeRestore...
-2 Wmikcpi @DelayedAutoStar‘t REG_DWORD 0x00000001 (1)
71 WmilnRnl E{Fa\lureA(tions REG_BIMARY 805101 0000 00 00 00 00 00 00 00 03 00 00 00 14 00 0.,

Figure 6. Registry viewer of the system hive showing the WinDefend registry key

a AccessData Registry Viewer (Demo Mode) - [software]
File Edit Report View Window Help

= 2 | | ®
#-(J WAB Name Type Data
#3 mﬁ:‘ﬂ (@ DisableAntiSpyware REG_DWORD  0x00000000 (0)
“—' sl o &% DisableRoutinelyTakingAction REG_DWORD  0x00000001 (1)
-8l Windows @2 ProductStatus REG_DWORD  0x00000000 (0)
A Wiexdos Dt endes 2 InstallTi REG_BINARY  7A 028582 89 24 CC 01
+-{] Exclusions eAlnstallime = -
(23 Miscellaneous Configuration
(] Quarantine

Figure 7. Registry viewer of the software hive showing the Windows Defender registry key

6. How many Registry keys/sub-keys were last written on the day the computer was last
shutdown? Provide an explanation and/or screen print to support your conclusion.

e Analysis Performed:
o The default, SAM, SECURITY, software, system, and Natasha’s NTUSER.DAT
hives was analyzed through the Eric Zimmerman’s Registry Explorer application.



o After figuring out what the last shutdown date was in question 4, the examiner
loaded all of the hives into Registry Explorer and used the Find feature.

o Within the Find feature, the examiner set the earliest last write timestamp to
“2012-07-17 00:00:00” and the latest to “2012-07-17 23:59:59”, in order to find
all of the registry keys/sub-keys that were written on that day.

o The bottom of the Find feature showed how many search hits there were which
was 5,423.

e Answer:

There were 5,423 registry keys/sub-keys last written on the day (2012-07-17) the
computer was last shutdown. After loading the default, SAM, SECURITY, software,
system, and Natasha’s NTUSER.DAT hives, using the Find feature, the examiner
determined that there were 5,423 registry keys/sub-keys found as shown in Figure 8.

e Supporting Evidence:

&8 Find —
Options  Help
Standard Last write timestamp Minimum wvalt
Search for || Searchin Earliest (UTC) | 2012-07-17 00:00:00 - Minimum size (
o ZlKeyname  [7] Value name || |Latest (UTC) | 2012-07-17 23:59:59 -
v )
Value data Value slack Before (@) Between After Bases4in va
Search type Search Minimum lengt
®) Simple
Regular expression
History v X L .
Literal NOTE: Unassodated deleted records are not searched in this version
Results {Double click a row in the Results grid to select the search hit in the main window)
Hive Mame Hit Location Hit text (decoded) Last Write Time Key Path Dele
7 | afc A e = Afc
system Last write timestamp 2012-07-17 21:00:38 ControlSet001\Enum IDEVCdRomMNECYMWar_VMware_IDE_CDR.10 1.
SAM Last write timestamp 2012-07-17 21:00:58 SAM\Domains WccountiUsers\000003E8
default Last write timestamp 2012-07-17 13:34:25 Software\Classes\Local Settings\MuiCache
default Last write timestamp 2012-07-17 13:38:03 Software\ClassesiLocal Settings\MuiCache |7
default Last write timestamp 2012-07-17 17:19:54 Software\ClassesiLocal Settings\MuiCache |\ 7\52C6487E
NTUSER.DAT Last write timestamp 2012-07-17 17:19:56 Printers\Defaults
NTUSER.DAT Last write imestamp 2012-07-17 13:37:15 Software
NTUSER.DAT Last write imestamp 2012-07-17 13:37:18 Software\AccessData
NTUSER.DAT Last write timestamp 2012-07-17 13:37:15 Software\AccessData \FTK Imager
NTUSER.DAT Last write timestamp 2012-07-17 13:37:15 Software\AccessData \FTK Imager \ProfUls
Hive path: C\Users\inor\Desktop\Evidence\1.1 Windows Registry Lab\systemn = Search hits: 5423 = 5earch completed in 2,696 Always on top . Exg

Figure 8. Registry Explorer's Find feature showing the amount of registry keys/sub-keys on
2012-07-17

7. What version of Python is likely installed on this computer? Explain.

e Analysis Performed:
o The software hive was analyzed through the AccessData Registry Viewer
application.



o In Figure 9, it shows the InstallPath registry key with a (default) registry value set
to “C:\Python27\”, which is the installation directory of Python.

o In Figure 10, it shows the pywin32-py2.7 registry key with the Uninstall String
registry value set to: (“C:\Python27\Removepywin32.exe” -u
“C:\Python27\pywin32-wininst.log”).

Figure 9’s path: system\Python\PythonCore\2.7

o FigurelQ’s path: software\Microsoft\Windows\CurrentVersion\Uninstall\pywin32-

217
e Answer:

Due to the presence of the InstallPath registry key, we can confirm that Python 2.7 was
installed. Furthermore, the registry key within the uninstall registry keys,
“software\Microsoft\Windows\CurrentVersion\Uninstall\pywin32-py2.7”, indicates that
the PyWin32-217 extension was also installed. Therefore, Python 2.7 with PyWin32-
217 was installed.

e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [software]
File Edit Report Wiew Window Help
=| 2 | | | ®
D Policies MName Type Data
-3 Pyau 8] (default) REG_SZ Ci\Python2 7\
=-1 Pythen . - APt I
E|{:| PythonCore
&8 27
-1 Help
oS W
-7 Medules

{7 RegisteredApplications
w1 Senic
-1 ThinPrint
-2 VMware, Inc.
=0 Wowbd32Mode
mﬁ Arreeclata
B Key Properties 0043 00 3Z 00 5C 00 50 00-7% 00 74 00 €2 00 6F 00|C-:-\-BP-y-t-h-o-
10 |gE 00 32 00 37 00 5C 00-00 00 n-2-7-%---

Last Written Time

Figure 9. Registry viewer of the software hive showing the InstallPath registry key



AccessData Registry Viewer (Demo Mode) - [software] = O
File Edit Report View Window Help -

= 2 | | | ®
[ EnCase-1 Name Type Data
g ::EZ’E;‘WE [ab] DisplayMName REG_SZ Python 2.7 pywin32-217
D 4Dt UninstaIIString REG_SZ "C:A\Python2™\Removepywin32.exe" -u "C\Python2T\pywin32-wininst.log"
ata
{21 IESBAKEX
[ |EData
[ MobileOptionPack
{20 MPlayer2
{20 PyQt GPL v4.9.1 for Python
-A2Y pywin32-py2.7 |
{21 SchedulingAgent
.23 WIC
{20 UPnP
177 LRI
El Key Properties 00|22z 00 43 00 3A 00 5C 00-50 00 79 00 74 00 &3 00 |"-C-:-\-FP-¥-t-h-
Last Wri T 10 |€F 00 €E 00 32 00 37 00-5C 00 52 00 &5 00 6D 00 |o-n-2-7-\-R-2-m-
ast Written Time 20|6F 00 76 00 65 00 70 00-78 00 77 00 &9 00 &E 00 |o-v-e2-p-y-w-i-n-
30(33 00 32 00 2E 00 &5 00-78 00 €5 00 22 00 20 00 |3-2-.-2-x-2-"- -
40 (2D 00 75 00 20 00 22 00-43 00 3R 00 5C 00 50 00 |--u- -"-C-1x-%-B-
50|79 00 74 00 €5 00 &F 00-6E 00 32 00 37 00 5C 00 |¥-t-h-o-m-2-7-\-
&0 |70 00 79 00 77 00 €% 00-6E 00 33 00 32 00 2D 00 |p-¥y-w-i-mn-3-2---
70|77 00 €% 00 €E 00 €% 00-6E 00 73 00 74 00 2E 00 |w-in-i-n-3-t-.-
80 |eC 00 &F 00 €7 00 22 00-00 00 lo-g-"---
software\Microsoft\Windows\CurrentVersion\Uninstall\pywin32-py2.7 Offset: 0

Figure 10. Registry viewer of the software hive showing the pywin32-py2.7 registry key.

8. When do you think it was installed?

e Analysis Performed:
o The software hive was analyzed through the AccessData Registry Viewer
application.
o The last written time of the InstallPath registry key that specifies the Python
directory during the beginning of installation is “6/13/2012 12:58:09 UTC”.
o The last written time of the Uninstall registry key that specifies the Python
uninstaller command during the end of installation is “6/13/2012 13:11:24 UTC”.
Figure 11°s path: system\Python\PythonCore\2.7
o Figurel2’s path: software\Microsoft\Windows\CurrentVersion\Uninstall\pywin32-
217
e Answer:

Python was installed from 6/13/2012 12:58:09 UTC to 6/13/2012 13:11:24 UTC which
is shown from the InstallPath and Uninstaller registry key’s last write time as shown in
Figure’s 11 and 12. The InstallPath key is created during the beginning of installation and
specifies the Python directory. The uninstall entry is generated by the Windows installer
process and provides an uninstaller command, which is only created after Python is fully
installed and registered with the system.

e Supporting Evidence:



AccessData Registry Viewer (Demo Mode) - [software]
File Edit Report View Window Help

AEECIEY TR

D Policies Mame Type Data
w00 Pyatd [2B) (default) REG_SZ CA\Python2T\

-1 Python
223 PythonCore
83 27
-0 Help
[ | nstallPath
[ Modules

{1 RegisteredApplications
-7 Sonic

-{_1 ThinPrint

-3 VMware, Inc.

-0 Wowbd32Mode
5.5 Arcecchata

B Key Properties 00‘43 00 3A 00 5C 00 50 00-79 00 74 00 &% 00 &F 00|C-: -\-P-y-t-h-o-
. N 10 |eE 00 32 00 37 00 5C 00-00 00 n-2-7-%---
Last Written Time 6/13/2012 12:58:09 UTC
Figure 11. Registry viewer of the software hive showing the InstallPath registry key
E AccessData Registry Viewer (Demo Mode) - [software] = O

File Edit Report View Window Help

AEELIEEETEED

(] EnCase-1 Name Type Data
- Fontcore [a] DisplayMame REG_SZ Python 2.7 pywin32-217
8 :Ejgata UninstaIIString REG_SZ "C\Python2M\Removepywin32.exe” -u "C\Pythond T\pywin32-wininst.log”
{7 IESBAKEX
{11 |EData
{1 MobileOptionPack
.1 MPlayer2
{21 PyQt GPL v4.9.1 for Python
A2y pywin32-py2.7 I
{1 SchedulingAgent
-2 WIC
-3 UPnP
.77 LRI
B Key Properties 0022 00 43 00 3R 00 5C 00-50 00 79 00 74 00 &8 00" -C-:-\-B-y-L-h-
Last Written Time 6/13/2012 13:11:24 UTC 10 |&gF 00 €E 00 32 00 37 00-5C 00 52 00 65 00 €D 00 |om-2-7-\-R-2-m-
20 |gF 00 7€ 00 &5 00 70 00-7% 00 77 00 €% 00 €E 00 |o-v-e-p-¥y-Ww-i-n-
30|33 00 32 00 2E 00 &5 00-78 00 65 00 22 00 20 00 |3-2-.-2-x-2-"- -
402D 00 75 00 20 00 22 00-43 00 3A 00 5C 00 50 Q0 |--u- -"-C-:-\-B-
50|79 00 74 00 €3 00 &F Q00-€E 00 32 00 37 00 5C 00 |y-t-h-om-2-7-%-
&0 |70 00 79 00 77 00 &% 00-€E 00 33 00 32 00 2D 00 |p-y-w-i-mn-3-2--
70|77 00 €% 00 €E 00 €9 Q00-€E 00 73 00 74 00 2E W |w-in-imn-s-t-.-
80 |&eC 00 &F 00 &7 00 22 00-00 00 lo-g-"---
software\Microsoft\Windows\ CurrentVersion\Uninstall\pywin32-py2.7 Offset: 0

Figure 12. Registry viewer of the software hive showing the pywin32-py2.7 registry key



9. What user accounts are configured on the system?

e Analysis Performed:

o The SAM hive was analyzed through the AccessData Registry Viewer

application.

o Within the Names registry key in the SAM hive, it includes all the user accounts

that are configured on the system.
o Path: SAM\SAM\Domains\Account\Users\Names
¢ Answer:

Administrator, Guest, and Natasha are the user accounts that are configured on the
system as shown in the Names registry key within the SAM hive shown in Figure 13.

e Supporting Evidence:

AccessData Registry Viewer (Demo Mode) - [SAM]
File Edit Report View Window Help
= | 2 | | |2

=1 Account Mame Type

g g"“es RE (default) REG_NONE
G- roups
EIl:I Users

{22 0DDOD1F4

.53 DODODTFS

.21 DODODZES

=23 Names
... Administrator

- Builtin
-1 LastSkulpgrade
33 RXACT

Data

(value not set)

Figure 13. Registry viewer of the SAM hive showing the user accounts configured on the system



10. Provide the following information pertaining to the Natasha user account: a. Privilege level
(i.e. user vs. admin) - b. How many times logged on - c. Last logon date/time - d. When the
password was last changed - e. Is the password set to expire? If so, when? - f. Is the account
enabled or disabled?

e Analysis Performed:

o

o

The SAM hive was analyzed through the AccessData Registry Viewer
application.

Since Natasha’s corresponding RID is 0x3ES8, we went to the 000003E8 registry
key to find the F and V values.

The F (fixed-length) value stores critical metadata about the account, including
login count, last logon timestamp, password last set timestamp, account
expiration, and whether the account is enabled or disabled.

The V (variable-length) value contains textual and configuration information
such as the username, full name, and detailed password policy attributes.

Both of these registry values help answer all of these questions which is shown in
Figure 14 and 15.

Utilized Eric Zimmerman’s Registry Explorer’s Bookmark to interpret F and V
values to understand what Groups was Natasha a part of.

Path: SAM\SAM\Domains\Account\Users\000003ES

e Answer:

All parts of this question is answered in Figure 14 and 15.

Mmoo a0 o

The privilege level of Natasha is Administrator and Power User
Natasha logged on 7 times.

Natasha last logged on at 7/17/2012 21:00:58 UTC.

Natasha’s last password change was on 6/6/2011 20:35:00 UTC.
Natasha’s password is NOT set to expire (Never).

Natasha’s account is enabled.

e Supporting Evidence:



AccessData Registry Viewer (Demo Mode) - [SAM]
File Edit Report View Window Help

B BBwBEEE| P

I} =3 Groups

() Administrator
(1 Guest

{20 Natasha
-2 Builtin

E Key Properties
Last Written Time 7/17/2012 21:00

RID unique identifier 1000

User Name
Logon Count

Last Logon Time 17/201

Last Password Change ©/6/2011
Expiration Time Never

Invalid Logon Count

Last Failed Login Time ©/¢

Account Disabled false

SysKey" filex

Password Required ~ «neec
Country Code 1 (United States)
Hours Allowed Anytime

NT Hash
LM Hash

Old NT Hash

y" filex
y" file

file

SAM\SAM\Domains\Account\Users\OD0D03E8

Figure 14. Registry viewer of the SAM hive showing the 000003ES registry key (Natasha)

@ Registry Explorer v2.1.0
File Tcw Options  Bookmarks (2/0) View Help

L4 Values | User accounts

Name
EF
BEv

Type Data
REG_BINARY
REG_BINARY

02000100 00 0000 00 B2 59 FF 43 5F 64 CD 010000 ...
0000 00 00 BC 00 00 00 02 00 01 00 BC 00 00 00 OE 00 ...

00 00 00 00 00 00-CC hO
00 00 CC 00 00 00-00 00
00 00 00 00 00 00-00 00

o T|us.. [mnvall.[To.. [cr.. [La.. [La.. [La.. [Ex.. [UserN... [Fu..| . [Groups -
l v = | = = = = = = | = ifc e e

H 501 Q 0 20.. Guest Guests Bui
It+

n

ac

@

un

t
for

gu

es

t

g -

ss

to

th

e

@
mp

ut
erf

do
ma

in

v & Natasha Administrators, Users, Power
Users

Administ Administrators Bui

rator It+

n
ac

Figure 15. Registry Explorer bookmark for Users of the SAM hive

Offset: 25



11. What user account was the last one to log in? Explain.

e Analysis Performed:

o

O O O O

The SAM hive was analyzed through the AccessData Registry Viewer
application.

The last logon time for the Natasha user account is 7/17/2012 21:00:58 UTC as
shown in Figure 16.

The Guest account has never been logged in as shown in Figure 17 therefore, the
account was not the last one to log in.

The last logon time for the Administrator user account is 7/14/2009 5:08:59 UTC
as shown in Figure 18.

The LastLoggedOnUser registry value within Authentication and the LogonUI
registry sub-key is Natasha as shown in Figure 19.

Figure 16’s Path: SAM\SAM\Domains\Account|Users\000003ES

Figure 17’s Path: SAM\SAM\Domains\Account|Users\000001F5

Figure 18’s Path: SAM\SAM\Domains\Account|Users\000001F4

Figure 19’s Path:
software\Microsoft\Windows\CurrentVersion\Authentication\LogonUI

e Answer:

The last user account to log in was Natasha. This is confirmed by examining the F value
in the SAM hive for all user accounts. After examining each F value, the user account
with the most recent logon time of all accounts is Natasha (7/17/2012 21:00:58 UTC)
hence, the last user account to log in was Natasha. Additionally, the examiner used Eric
Zimmerman’s bookmark detailing the LastLoggedOnUser registry value which was
Natasha.

e Supporting Evidence:

[3 AccessData Registry Viewer (Demo Mode) - [SAM]

[ File Edit Report View Window Help
L AF) ?
N =-(0 Groups Name Type Data
a °N°°°°Z°’ 513 REG_BINARY 0200010000 00000 B2 59 FF 43 5F 64 CD 010000 ...
‘_'JUJ SHnEs v REG_BINARY 00 00 00 00 BC 00 00 00 02 00 01 00 BC 00 00 00 OE 00 ...
=22 Users

2 000001F4
22 000001F5
=3 000003E8

5232 Names
(0 Administrator
(3 Guest
(3 Natasha
+1-(21 Builtin
B Key Properties
Last Written Time

RID unique identifier

User Name

LM Hash
Old NT Hash

N-a-t-a
Offset: 25

Figure 1 6.' Registry viewer of the SAM host showing the 000003ES registry key (Natasha)



E AccessData Registry Viewer (Demo Mode) - [SAM]
File Edit Report View Window Help

FAEELIEEEENTED

B--- SAM Name Type Data
B"Qé‘“& Er REG_BINARY 0200010000 000000 00000000 0000 0000 00 000...
B d’T”s . EEv REG_BINARY 00 0D 00 00 BO 00 00 00 02 00 01 00 BO 00 00 00 0A 00 ...
= ccoun
D Aliases
(- Groups
=1 Users

-] Builtin
{1 LastSkuUpgrade
{2 RMACT

B Key Properties
Last Written Time

RID unigue identifier 50

User Name G

Description Built

Legen Count 0

Last Legon Time lever oo
10
Last Password Change ['le 20
Expiration Time lever 30
40

Invalid Logon Count ©
Last Failed Login Time [ever
Account Disabled true

Figure 17. Registry viewer of the SAM host showing the 000001F5 registry key (Guest)

E AccessData Registry Viewer (Demo Mode) - [SAM]
File Edit Report View Window Help

FAEELTEEEENLE
B SAM Name Type Data

B"Dé’"“[‘) ) [REF REG_BINARY 020001000000 0000 E345 1A 324104 CA 010000 ...
(=i Domains gy REG_BINARY 0000 00 00 BC 00 00 00 02 00 01 00 BC 00 0000 1A 00 ...

(L1 Administrator
-2 Guest

L[ Matasha
[-{_1 Builtin

{17 LastSkuUpgrade

-] RMACT

E Key Properties
Last Written Time
RID unique identifier
User Name
Description

Legon Count

Last Logon Time 00[02 00 01 00 00 00 00 00-E3 45 1A 32 41 04 CR OL|-------- &E -2

10|00 00 00 00 00 00 00 00-OR F7
20|00 00 00 00 00 00 00 Q0-00
er 30|F4 01 00 00 Ol 02 00 00-11 R R
40|00 00 01 00 01 00 OO 00-00

L

Last Password Change 7
Expiration Time

m
i

Invalid Logon Count  ©
Last Failed Legin Time 1=
Account Disabled true

Figure 18. Registry viewer of the SAM hive showing the 000001F4 registry key (Administrator)

m




& Registry Explorer v2.1.0

File Tools Options Bookmarks (32/0) View Help
Registry hives (1) Available bookmarks (32/0) Values
Find
43 Value Name Value Type | Data |Val.. |IsD... Data Record Reallocat
Key name # values # subkeys  Last
A aflc Allc Lla s ]
¥ | aQc - - "~
ShowTabletKeyboard  RegDword 0
b P LogonUI 4 2 2 .
gedOnProvider | RegS &F... 00-
BootAmimation 1 0 2 LastLoggedOnProvider g5z {8 0
Background 1 02 LastioggedOnSAMUser RegSz WI... DO-.
b Controls Folder 0 4 2 ) W
3 DateTime 0 12
Device Metadata 6 02
» Diagnostics 0 22
» DriverSearching 0 1(2
» Ext 0 1(2
2 IME 0 2 2
MSSHA 0 02
OEMInformation 0 02
» Parental Controls 0 32
= /| [ .
» PhotoPropertyHandler 0 1|2 o T
3 RenameFiles 0 1|2
. Shell Extensions 0 2 2 Value name |Lasiiogged0r‘|User
» ShellCompatibility 0 4 2 Value type |RegSz
ShellServiceObjectDelaylLoad 1 02
» [ Sidebar 0 12 Value - \Natasha
SMDEn 0 02

Figure 19. Registry Explorer of the software hive showcasing the LogonUI registry key depicting
the LastLoggedOnUser registry value

12. What web browsers did the Natasha user account use? Which was used the most?

e Analysis Performed:9

o

O O 0O 0O O O

o

Natasha’s NTUSER.DAT hive was analyzed through the Eric Zimmerman’s
Registry Explorer application.

When an application is used, it is tracked in UserAssist per user.

Within UserAssist, Internet Explorer, Chrome, and Firefox was ran.

Internet Explorer was ran for 1 hour, 51 minutes, and 15 seconds.

Chrome was ran for 27 minutes and 1 second.

Firefox was ran for 1 hour, 10 minutes, 19 seconds.

Since the Guest user account was never logged on and the Administrator user
account was last logged on in 2009, noted in the previous question; all of the web
browsers used was by Natasha.

Path: sofiware\Microsoft\Windows\CurrentVersion\Explorer\UserAssist

e Answer:

The Natasha user account used Internet Explorer, Chrome, and Firefox. As shown in
Figures 20 and 21, the web browser that was used the most was Internet Explorer since
it’s Focus Time was 1 hour, 51 minutes, and 15 seconds.

e Supporting Evidence:



@ Registry Explorer v2.1.0 — X
File Tools Options Bookmarks (30/0) View Help

Registry hives (1) Available bookmarks (30/0) Values UserAssist
|userassist 0| - || Find | ’
Program Mame Run Counter Focus Count Focus Time Last Executed
Key name | # values
¥ | fdc = = Ac =
¥ | O = IWindows} \explorer.exe 7 229 0d, th, 44m, 375 2012-06-13 13:24:43
4 C:\Users\inor\Desktop\Evidence\1.1...
10 34 0d, oh, 19m, 195 2012-07-06 16:40:28
4[7= CMI-CreateHive{D4381268-09B5-400B-...
} . Microsoft. InternetExplor 20 58 0d, 1h, 51m, 155 2012-07-17 20:55:37
4~ Software
L r.Default
4 [ Microsoft MicrosoTeTnagws. Cont 0 23 0d, Oh, 07m, 58s
4 Windows rolPanel
4= CurrentVersion Microsoft. Windows. Cont 0 0 od, Oh, 00m, 03s
. = Exph rolPanel.FolderOptions
= orer
Microsoft. Windows.Phot 1} 0 0d, Oh, 00m, 058
4 oViewer
{System32Hyundl3z.ex 54 0 0d, Oh, 00m, 00s 2012-07-06 18:45:19
g
{System32 0 1 0d, oh, 00m, 03s
X856} mspaint.exe
{5ystem32}\SystemProp ] 2 0d, Oh, 00m, D6s
ertiesProtection.exe
{System32}ysirui.exe 1} 0 od, oh, 00m, 20s
{System32}\NOTEPAD.E 11 14| 0d, Oh, 05m, 28s 2012-07-17 17:01:09
XE
{5ystem32}\slui.exe ] 6 0d, Oh, 00m, 09s
C:\Users\Natasha\AppD 0 1| 0d, Oh, 00m, 00s
ata'Local{TempGUM 104
A.tmp\GoogleUpdate.ex
e
C:\Users\Natasha'AppD ] 0 0d, Oh, 01m, 37s
atalLocal\Google Update
eXe
‘ Chrome & 28 | 0d, Oh, 27m, 01z 2011-08-22 14:40:04
10 56 0d, Oh, 54m, 54s 2012-01-04 20:38:26
Filaa W inArwe

Figure 20. Registry Explorer of the NTUSER.DAT hive showing the UserAssist registry key
depicting Internet Explorer and Chrome being used

@ Registry Explorer v2.1.0 — X
File Tools Options Bookmarks (30/0) View Help

Registry hives (1) Available bookmarks (30,0) Values UserAssist

| userassist 9| - | | Find | /(

Program Mame Run Counter Focus Count Focus Time Last Executed |
Key name | # values
7 | alc = = e =

v —
e C:\Users\iatasha\appD 0 0 0d, oh, 01m, 37s

& |4 ' C:\Users\inor\Desktop\Evidence\1.1... ata'Local\Google\Wpdate

4= CMI-CreateHive {D4361285-09B5-40DB-... \GoogleUpdate.exe
= Software Chrome 6 23 0d, Oh, 27m, 01s 2011-08-22 14:40:04

47 Micosoft {Program 10 56 0d, Oh, 54m, 54s 2012-01-04 20:38:26
==y Files}\Windows
4 [T Windows NT\Accessories\wordpad

4[F= CurrentVersion ==

4[~— Explorer C:\Users\Natasha\AppD 5

: ata\Local\Google\Chrom
e'Applicationwow_helpe
r.exe

o

0d, Oh, 00m, 00s 2011-08-09 15:52:02

C:\WUsers\Natasha\Downl 1}
oads'Firefox Setup

=

0d, Oh, 00m, 02s

Mozilla, Firefox. 5.0, 1 10 79 0d, 1h, 10m, 19s 2012-07-06 18:03:20

6 0 0d, Oh, 00m, 00s 2012-07-06 18:43:57

x86}\Internet
Explorerjiexplore.exe

C:\Users\MNatashaDownl [1]
oadsThunderbird Setup
6.0.exe

Thunderbird. 6.0 4 a

C:\Users\Matasha\AppD 0
ataLocal{Templ~nsu.tm
oldu .exe

Figure 21. Registry Explorer of the NTUSER.DAT hive showing the UserAssist registry key
depicting Firefox being used

=

0d, oh, 00m, 07s

)

0d, 0h, 14m, 31s 2011-08-22 19:16:34
0d, 0h, 00m, 04s

o




13. What email client do you think the Natasha user account used? Explain.

e Analysis Performed:
o Natasha’s NTUSER.DAT hive was analyzed both through the AccessData
Registry Viewer and Eric Zimmerman’s Registry Explorer applications.
o The default mail client on Natasha’s user account is Mozilla Thunderbird as
shown in Figure 22.
o Mouzilla Thunderbird was used for 14 minutes, and 31 seconds however, the last
execution date was in 2011 as shown in Figure 23.
o As noted in the previous question, Internet Explorer’s last execution date was in
2012. Therefore, the examiner went to Internet Explorer’s TypeURLSs registry key
to examine if Natasha access a web email client.
o Natasha’s first typed URL in Internet Explorer was http://www.gmail.com/.
o Figure 22°s Path: NTUSER.DAT\Sofiware\Clients\Mail

Figure 23’s Path:
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist

o Figure 24’s Path: NTUSER.DAT\Software\Microsoft\Internet
Explorer\TypedURLs

e Answer:

The Natasha user account used Mozilla Thunderbird as a local email client which is
confirmed in the default mail set to Thunderbird as shown in Figure 22. However, the last
ran instance of Thunderbird was in 2011 whilst Internet Explorer was in 2012 as shown
in Figures 23 and 20. The first typed URL in Internet Explorer was
http://www.gmail.com/ showing that Natasha later relied on Gmail, webmail, via
Internet Explorer. In conclusion, Thunderbird was installed and used earlier, but
Gmail through Internet Explorer was likely Natasha’s active email platform at the
time of seizure.

e Supporting Evidence:

E3 AccessData Registry Viewer {Demo Mods) - [NTUSER.DAT]
File Edit Report View Window Help

=2 | | | %

-'" NTUSER.DAT MName Type Data
£ AppEvents [aBf (defavit) REG. 57 Mozilla Thunderbird
i-[Z1 Console

+[:| Control Panel

i/ Environment
42 EUDC
+[:| Identities
+[:| Keyboard Layout
#1230 Network
+[:| Printers
_D Software
¢ @3 AccessData
=33 AppDatalow
‘\3 i =-3 Clients

2 Mail

----- [ StartMenulnternet

F ig:ui;e_22. Registry viewer of Natasha's NTUSER.DAT hive showing the Mail registry key



& RegistrlgExplorer v2.1.0 -

by
File Tools Options Bookmarks (30/0) View Help
Registry hives (1) Available bookmarks (30,0) Values UserAssist
|userassist ®| - ‘ | Find | ’,
Program Mame Run Counter Focus Count | Focus Time Last Executed -
Key name | # values
7 | afc = = e =
7 =
e {Programs}\Internet 1 0 0d, 0h, 00m, 00s 20110809 13:22:26
4 C:\Users\inor\Desktop\Evidence\1.1... Explorer.Ink
4~ CMI-CreateHive{D4381288-0985-400B-... C:\Users\Natasha\AppD L 0 0d, Oh, 00m, 00s 2011-08-09 15:52:02
== atalLocal\Google \Chrom
o Software eApplicationwow_helpe
47~ Microsoft r.exe
47 Windows Chrome [ 28 | 0d, Oh, 27m, O1s 2011-08-22 14:40:04
4= CurrentVersion C:\Users\Natasha\Deskt 5 0 0d, oh, 00m, 00s 2011-08-22 14:40:04
4= Explorer nk
' = ( Thunderbird. 6.0 4 35 0d, Oh, 14m, 31s 2011-08-22 19:16:34
n ’ top 4 0 0d, Oh, 00m, 00s 2011-08-22 19:16:34
WMozilla Thunderbird.Ink

Figure 23. Registry Explorer of Natasha's NTUSER.DAT hive showing the UserAssist registry
key depicting Thunderbird

& Registry Explorer v2.1.0 —
File Tools Options Bookmarks (30/0) View Help

Registry hives (1) Available bookmarks (30/0) Values TypedURLs
|Enter text to search. .. | - | | Find |
Timestamp | Url | Slack
Key name | # values = e oy
# | aflc = A -
- » http: /favew . gmail.com/ e.netf
d— B3l http: ffwww.uda.eduf re.net/
[~ Suggested Sites
5 'r___ e T http: {fwww.roman-empire.net/
f—‘- User Preferences hittp://172.15.53.138/
lk‘ [F= TabbedBrowsing
» £ Toolbar
[E= CaretBrowsing
[== PhishingFilter
[E= Privacy
» [C= BrowserEmulation
» £ Security
» £~ Low Rights

b £ InternetRegistry
b £ InteliForms

¥ [F= MAO Settings

» [F= New Windows

» £ safety

3 ypedURLs

Figure 24.ﬁRuegistry Explorer of Natasha's NTUSER.DAT hive showing the TypedURLs registry
key of Internet Explorer

14. What URLs did the Natasha account type in?

¢ Analysis Performed:



o Natasha’s NTUSER.DAT hive was analyzed through the Eric Zimmerman’s
Registry Explorer application.
o Within the TypedURLs registry key, it resides all of the URLs that the user
typed in, in Internet Explorer.
o Path: NTUSER.DAT\Software\Microsoft\Internet Explorer\TypedURLs
e Answer:

The Natasha account typed in the following URLs: “http:/www.gmail.com/”,
“http://www.ucla.edu/”, “http://www.roman-empire.net/”, and
“http://172.16.53.138/” as shown in Figure 25.

¢ Supporting Evidence:

@ Registry Explorer v2.1.0
File Tools Options Bookmarks (30/0) View Help

Registry hives (1) Available bookmarks (30,0) Values TypedURLs
typed < T Find
Timestamp url Slack
Key name # values — o oo
v | o0 = ¥ http:ffwww.gmail.com e.netf
4 i C\Users\inor\Desktop\Evidence|1.1... hittp:, /. uda. edu/ renet/

4 CMI-CreateHive {D438 12B8-09B5-40DB-...

4 Software http:ffwww.roman-empire. net/

4 Microsoft http:ff172. 16.53. 138

4 Windows
4 Currentversion
4 Explorer
TypedPaths Total rows: 4
¥l IntermetExplorer |

b  TypedURLs Type viewer Slack viewer Binary viewer

i | Value name |ur|1

Value type |Reg52

Value http: {fwww .qmail. com/
Raw value 68-00-74-00-74-00-70-00-3A-00-2F -00-2F-00-77-00-77-00-77-00-2E-00-67-00-60-00-6 1-00
6F-00-80-00-2F-00-00-00
Slack |6 5-00-2E-00-6E-00-65-00-74-00-2F-00-00-00-00-00
£
Key: | Software\Microsoft\Internet Explorer\ TypedURLs Value:

Figure 25. Registry Explorer of Natasha's NTUSER.DAT hive showing the TypedURLs registry
key of Internet Explorer

15. What did the Natasha account open via the Start => Run line?

e Analysis Performed:



o Natasha’s NTUSER.DAT hive was analyzed through the Eric Zimmerman’s
Registry Explorer application.
o The Start => Run entries are stored in RunMRU. RunMRU keeps a history of
commands typed in the Run dialog box.
o As shown in Figure 26, the Natasha user account opened “cmd” via Start => Run.

o Path:

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

Answer:

The Natasha user account ran the command prompt (cmd) via the Start => Run
line. This was found after locating the RunMRU key which contains the history of
commands executed via the Run dialog box.

Supporting Evidence:

@ Registry Explorer v2.1.0

File Tools

Options Bookmarks (30/0) View Help

Registry hives (1) Available bookmarks (30,0)

runmru

Key name

% | fHc

- Find

# values

4 | C\users\inor\Desktop\Evidence\1.1...
4 CMI-CreateHive{D43812B3-0965-400B-..

4

% 4

Software
Microsoft
47— Windows
4 CurrentVersion
] Explorer
RunMRU

- X
Values | RunMRU
Value Mame Mru Position Executable Opened On
¥ | AClc = A =
NE 0iamd { 201206-13 13:15:55
Total rows: 1 Export
Type viewer Binary viewer
i | Value name |a
Value type |RegSz

Value |cmd\1

Figure 26. Registry Explorer of Natasha's NTUSER.DAT hive showing the RunMRU registry key

16. Does it appear the computer was ever associated with a wi-fi network? Explain.

Analysis Performed:

o The software hive was analyzed through the Eric Zimmerman’s Registry Explorer

application.



Used Eric Zimmerman’s bookmarks to find the NetworkCard registry key and
NetworkList registry key
The NetworkCard registry key contains the network cards that the computer has

The NetworkList registry key contains every network the computer has connected

Figure 27’s Path: software\Microsoff\Windows

NT\CurrentVersion\NetworkCards\8

O
O
to
O
O
e Answer:

Figure 28’s Path: software\Microsoft\Windows NT\CurrentVersion\NetworkList

No, it appears that the computer was never associated with a wi-fi network
(wireless). The only network card that the computer has is Intel® PRO/1000 MT
Network Connection, which is wired Ethernet NIC, as shown in Figure 27. Additionally,
the NetworkList registry key stores every network the computer has connected to and in
this case, the computer has only connected through a wired connection (Ethernet), as
shown in Figure 28.

e Supporting Evidence:

@ Registry Explorer v2.1.0

File Tools Options

Registry hives (1)

Key name

¥ |l

Figure 27.
card

Bookmarks (32/0)

Available bookmarks (32/0)

NetworkCards
B
NetworkList
Permissions
Signatures
Nia
Profiles
NewNetworks
SeCEdit
KnownFunctionTableDlls

KnownManagedDebugging...

MiniDumpAuxiliaryDils
ProfileList

Drivers32
drivers.desc
related.desc
Userinstallable.drivers
Tradng

Winsat

DiskDiaanostics

Registry Explorer of the NetworkCards

View Help

# values

1

Find

# subkeys

Ol =N

(¥

3lM W

Last

NONINN N

JUM NN NN NN NN NN NN

Values
Value Name Value Type Data |Valu... |IsD... | Data Record Reallocater
7 | o[ Alc Ale Al [
ServiceName {(6C 00-0
» | Description Intel... 00-0
Type viewer Slack viewer Binary viewer
Value name |Desmphun
Value type |RegSz

Value Intel(R) PRO/1000 MT Network Connection

registry key showcasing the

only network



@ Registry Explorer v2.1.0
File Tools Options Bookmarks(32/0) View Help

Registry hives (6) | Avaiable bookmarks (105/0) Values | Known networks |
Inetworldist el,” Find l Drag a column header here to group by that colum
FirstNetw... | NetworkN... |Name Type |First Conn... | Last Connected LOCAL |Manag
Key name | #values | = — — —
¥ | a0c afJc = = = (m]
ke - 7 Network | Network  Wired 2011060... 2012-07-17 17:00:37
4@ C\Users\inor\Desktop\Evidence\1.1...
4[F CMI-CreateHive{199DAFC2-6F 16-4946-... 0 » L
4~ Polides 0
4[>~ Microsoft 0
4= Windows NT 0
4= CurrentVersion 0
N  Networki 0
0
0
0
17
; Total rows: 1
0 Type viewer ‘ Slack viewer  Binary viewer
. z: Value name  [(defauit)
valie type  [RegSz

Figure 28. Registry Explorer of the software hive showing the NetworkList registry key



17. Is this computer configured to obtain an IP address via DHCP? Explain.

e Analysis Performed:

o

o

The system hive was analyzed through the AccessData Registry Viewer
application.

In order to obtain information about the computer’s networking configurations,
the examiner went to the computer’s NIC.

Reading the {6CF7B89F-5508-4094-AF1D-65872D36A4357} registry key, there
was a specific registry value, EnableDHCP, which was set to 0x00000001 (1).
Also, there was an IP address obtained via DHCP as shown in the registry value,
DhcpIPAddress.

Path:  system\ControlSet001\services\Tcpip\Parameters\Interfaces\{6CF7B89F-
5508-4094-AF1D-65872D36A4357}

¢ Answer:

Yes. This computer was configured to obtain an IP address via DHCP. As shown in
Figure 29, within the computer’s main NIC, the registry value of EnableDHCP is set to
0x000000001 (1) which means that DHCP is enabled. Additionally, the registry value of
DhcpIPAddress is set to 172.16.53.141 which means that an IP address was obtained via

DHCP.

e Supporting Evidence:

Ed AccessData Registry Viewer {(Demo Mode) - [system] - o
File Edit Repoert View Window Help -
= 3 | | |2
i-[_] TabletinputService Name Type Data
50 Tapisry 3% UseZeroBroadeast REG_DWORD 000000000 (0)
-3 TBs 3% EnableDead GWDetect REG_DWORD 000000001 (1)
=@ g":jn rane [ EnableDHCP REG_DWORD  0x00000001 (1)
E D Pararr?eters NameSeNer REG_SZ (value not set)
D Adapters E"jDomam REG_SZ (walue not set)
{2 DNSRegisteredAdapters [2 RegistrationEnabled REG_DWORD 000000001 (1)
Interfaces @ngistErAdaptErNamE REG_DWORD 000000000 (0)
/23 {6CF7BBOF-5508-4094-A | DhcplPAddress REG_SZ 172.16.53.141
,\\, (7 {B46ee342-7039-11de-9¢ DhcpSubnEtMask REG_SZ 255.255.255.0
{21 PersistentRoutes DhcpSeNer REG_SZ 172.16.53.254
L] Winsock 3 Lease REG_DWORD 0x 00000708 (1800)
L7 Perfarmance 28] L easeObtainedTime REG_DWORD 030050273 (1342338835)
B REG_DWQRD 0 3005D3FT (13423397335)
Bl Key Properties [pgm2 REG_DWORD 030050894 (1342560410)
Last Written Time @LeaseTermmatesﬁme REG_DWORD 0re 50050978 (13425606335)
2% AddressType REG_DWORD 000000000 (0)
@IsSer\rerNapAware REG_DWORD 0500000000 (0)
E{DhcannnFnr(eBrnadcastFI... REG_DWORD 0500000000 (0)
[#8 DhcplnterfaceOptions REG_BINARY 06 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 7B DI 05 50 AC 10350203 ...
[?% DhepGatewayHardware REG_BINARY AC 1035 02 06 00 00 00 0D 50 56 FA 66 72
E{ DhcpGatewayHardwareCount REG_DWORD 000000001 (1)
DhcpNameSeNer REG_SZ 172.16.53.2
DhepDefaultGateway REG_MULTI_SZ ~ 172.16.53.2
Dhchomaiﬂ REG_SZ localdemain
DhepSubnetMaskOpt REG_MULT_SZ  2533.255.233.0
0|00 00 00 00
system’, Control5et001\services\ Tepip\ParametersInterfaces\{6CF78BSF-3508-4004- AF1D-65872D36A357} Offset: 4

Figure 29. Registry Viewer of the system hive showing the NIC registry key



18. What was its last IP address?

e Analysis Performed:
o The system hive was analyzed through the AccessData Registry Viewer
application.
o The IP address obtained via DHCP is shown in the registry value,
DhcpIPAddress, as shown in Figure 30.
o Due to the nature of DHCP, it leases the IP address and the LeaseObtainedTime is
“0x5005D273 (1342558835)” which converted to datetime from my MacOS
terminal which is “2012-07-17 21:00:35 UTC” as shown in Figures 30 and 31.
Additionally, the registry key write time was “7/17/2012 21:00:35 UTC” which is
the exact same as the LeaseObtainedTime.
o Path: system\ControlSet001\services\Tcpip\Parameters\Interfaces\{6CF7B89F-
5508-4094-AF1D-65872D36A4357}
e Answer:

The last IP address was 172.16.53.141 which was listed under the DhcpIPAddress
registry value within the computer’s primary NIC’s registry key as shown in Figure 27.
Additionally, the LeaseObtainedTime of the IP address is “2012-07-17 21:00:35 UTC”
and the registry key last write time was “7/17/2012 21:00:35 UTC” which shows that
this was the last IP address before the seizure as shown in Figures 30 and 31.

e Supporting Evidence:

[Ed AccessData Registry Viewer (Demo Mode) - [system] - a
File Edit Report View Window Help
=3 | |®

[ TabletinputService

{23 Tapisrv

@ 185

£+ Tepip
132 Lin

Type Data
REG DWORD 000000000 (0)
REGDWORD 0300000001 (1)
REGDWORD 0300000001 (1)
REG ST (value not set)
REG_SZ (velue not set)
REG_DWORD 0300000001 (1)

Y
5 2o
Lao [
& (3 Interfaces (& Registe REG_DWORD  0x00000000 (0}
23 (6CF7aBoF-5306-4094-4 | | EIDheplPAddress REG_SZ 172.1653.141
3 ] (346ee392-7039- 11de-¢ | (2] DhepSubnetiask REG_SZ 255255.255.0
REG_SZ 172.16.33.254
REG_DWORD 0x00000708 (1800)

REG.DWORD  0x3005D273 (1342558335)
REG.DWORD  (xS00SDSFY (1342550735)
REG.DWORD  0xSD0SDEOA (1342560410)

Bl Key Properties
Last Written Time REG.DWORD  0xS003D97B (1342560633)

REG_DWORD 0300000000 (0)

REG_DWORD  0x00000000 (0}

REG_DWORD  0x00000003 (0)

REG_BINARY 060000 00 000000 00 04 00 00 00 00 00 00 00 7B D9 05 50 AC 1035 02 03 .

REG BINARY ~ AC 1035020600 00000050 56 FA 6672

unt REGDWORD 0300000001 (1)

REG_ST 17216532

REGMULTLSZ 17216532

REG ST localdomain

[28] DhepsubnetiaskOpt REGMULTISZ  235255.255.0

0]00 00 00 00

systerm’ ControlSett 6CF78B9F-5508-4094-AF1 D-63872D36A35T} Offset 4

F iguré '.?OTRegistry viewer of the system hive showing the primary NIC's registry key

® @ inorwang — -zsh — 80x24

inorwang@Inors—MacBook-Air ~ % date —ur 1342558835 "+%Y-%m-%d %H:%M:%S UTC"

2012-07-17 21:00:35 UTC
inorwang@Inors-MacBook-Air ~ % [

Figure 31. MacOS terminal command to convert decimal to datetime



Conclusion

The examiner, Inor Wang, enjoyed this lab! There is no critique from me. As a note, I really
appreciated the report template example, it helped me write this lab without worrying too much
about formatting. Thank you.
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