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Executive Summary

On September 19, 2025, the examiner, Inor Wang, conducted a forensic analysis of Microsoft
Windows shortcut artifacts, specifically Link files (.Ink) and Jump Lists (.automaticDestinations-
ms), as part of Case 25-T102. The examination was performed against the provided virtual disk
image (link-file-capture.vindk) to replicate industry-standard practices for artifact preservation,
extraction, and interpretation. The primary objective was to analyze these artifacts to
reconstruct user activity, validate claims regarding file usage, and identify system-specific

metadata capable of supporting attribution.

The analysis followed forensic best practices. Evidentiary integrity was validated with MDS5,
SHA1, and SHA256 cryptographic hashing. Tools employed included FTK Imager (for
mounting and hex review), NirSoft’s JumpListsView (for basic Jump List parsing), and Eric
Zimmerman’s tools LECmd.exe (for Link file analysis) and JumpList Explorer (for advanced
Jump List parsing). These utilities enabled the examiner to correlate metadata across files,

validate timeline consistency, and uncover unique identifiers critical to system attribution.
Key findings from the examination are as follows:

e Link File MAC Times: Extracted Modified, Accessed, and Created (MAC) timestamps
from target files and their associated .Ink shortcuts. These values provided evidence of
when files were created, opened, and saved.

o File Recreation Evidence: Recreated a case where target file creation times postdated
shortcut creation times, indicating deletion and later recreation of the target file, a normal
artifact of operating system behavior rather than timestamp tampering.

o User Activity Verification: Demonstrated that the existence of a .Ink file provides strong
evidence that a file was opened, refuting user claims of “downloaded but never opened.”

e Embedded Metadata: Confirmed that .Ink files contain cached target timestamps that
may not update with subsequent file modifications, explaining inconsistencies across
target, link, and embedded metadata.

o Jump List Persistence: Established that Jump List artifacts retain references to files even
after those files have been deleted from the file system, underscoring their value for

reconstructing past user activity.



o Enhanced Attribution: Identified the network interface card MAC address within Jump
List Explorer, a unique artifact not available in NirSoft’s tool. This globally unique
identifier directly ties file access activity to a specific system.

e Corroboration Across Tools: By cross-referencing Link file timestamps, embedded
target metadata, and Jump List records, the examiner successfully reconstructed a reliable

narrative of file access activity within the test environment.

In conclusion, link files and Jump Lists are highly reliable forensic artifacts. They provide
evidence of user activity, support detailed timeline reconstruction, and enable attribution to a
specific host system, even in cases where the original files have been deleted or recreated. This
lab was valuable for building digital forensics skills, giving the examiner hands-on experience
with Link files and Jump Lists. It highlighted how these artifacts preserve user activity, support
attribution, and remain useful even after file deletion, key lessons for a student learning practical

forensic investigation.



Synopsis

A set of Windows shortcut artifacts (Link files and Jumplists) was provided for offline analysis

to answer defined investigative questions about a seized virtual machine environment. These

artifacts are key sources of evidence regarding historical user activity on the system, including

which documents and applications were executed, when they were accessed, and in some cases,

how they were used. The client requested a step-by-step, reproducible workflow with annotated

screenshots and explicit timestamps supporting each finding.

Client Questions:

Section 1 — Link Files

e C(Casel

1.

As an investigator, you are interested in a file named “HWO02FileO1.docx” — the
original (“target”) file. Report the MAC d/t stamps for this file.

Where would you normally go to find the link file corresponding to
HWO02FileO1.docx?

This time, the link file has been provided for you. Report the MAC d/t stamps for
this link file.

Report the embedded MAC d/t stamps of the target file within the link file.

The user downloaded the file but says they never opened it. Does the evidence
support or refute this claim? Explain.

This time, you are interested in a file named “HWO02File02.docx™. Report the
MAC d/t stamps for this file.

Report the MAC d/t stamps for the corresponding link file.
Report the embedded MAC d/t stamps of the target file within the link file.

For each of the following activites, report if the activity occurred. If so, report
when it occurred, and how you know. (If it cannot be determined, indicate as
much.)

a. Target File created.
b. Target File last opened.
c. Target File last saved.

d. Target File last closed.



5.

Why is the target file’s modified time, the link file’s modified time, and the
embedded modified time of the target file within the link file inconsistent
(different from each other)?

e General Questions

1.

During your investigation, you find a target file whose creation time comes after
the creation time of its associated link file. Explain what happened (assume the
user did not deliberately change the d/t stamps).

When a target file is moved to another directory, what happens to the associated
link file? The target file is then opened from its new directory and immediately
closed; what happens to the link file, now? Report the steps you took or the
references you consulted to answer these questions.

Section 2 — Jumplist

e Preparation

1.

Create a word document with the filename “Evidence01.docx” and some content,
and save it anywhere you wish.

Take a screenshot of the recently opened jumplist shown for Word in the Start
Menu.

Delete the file you just made. If the file was sent to the Recycle Bin, go to the
Recycle Bin and delete it permanently.

e Analysis of Jumplists

1.

Take a screenshot of the recently opened jumplist shown for Word in the Start
Menu again. Is EvidenceOl.docx still there?

Find the jumplist files in the Automatic Destinations folder using either CMD or
File Explorer. Take a screenshot of these files.

To parse these jumplists, we’ll first use NirSoft’s JumpListsView tool. After
starting the application, find EvidenceOl.docx in the list. What information do we
learn about the file from this tool? Take note of the corresponding Application ID
— we will need it later.

Close JumpListsView. Next, we’ll be using Eric Zimmerman’s JumpLists
Explorer tool. If you are having trouble running it, follow the “Requirements and
Troubleshooting” instructions at the bottom of the webpage where you
downloaded the tool. (You may need to install Microsoft .NET Framework 4.6)

Click File > Load jump lists. Navigate to the AutomaticDestinations folder and
select the jumplist file with the AppID you noted in Step 3 of this section. You
will see a list of entries — each corresponds to a different Word document recently
opened on this machine. Find the entry for EvidenceOl.docx and double-click it.
A new window opens with detailed information regarding the file.



6. Browse the information available in this window; there are multiple tabs. There is
one artifact in particular that this tool provides us (and NirSoft’s tool does not)
which could prove highly wuseful in a forensic investigation of the
Evidence01l.docx file. Take a screenshot of this information and explain why it is
so potentially useful.

Scope of Work:

e Acquisition of the forensic disk image (“link-file-capture.vmdk.zip") provided through
course materials.

e Verification of evidentiary integrity using MDS5, SHAI1, and SHA256 cryptographic
hashes.



Evidence Analyzed

This section provides details of the digital evidence collected

Evidence ID  E001

Name
Type
Size
MD5
SHA1
SHA256

link-file-capture.vimdk.zip

Zip archive data, at least v2.0 to extract, compression method=deflate
219,188 bytes (0.21 MB)

0469F7919C13A4DC91473A24722E0B4D
7B3A04DEBED7ADSF86F0177A6D7B63628EF87748

82D35989E641367DCI3FE7A11B6EOF7C521A79123330EBDCI13CEC24ADS
OEF1ES



Tools Used

Workstation
Hostname
1S-4523-001-WINDOWS

Software

Name
FTK Imager
(AccessData)
LECmd.exe (Eric
Zimmerman)

JumpListView (NirSoft)

JumpLists Explorer
(Eric Zimmerman)

Operating System
Windows 11

Version Release
4.5.03 Sep 2020
1.5.1.0 Jan 2025
1.16 2018
2.1.0 Jun 2025

Build  Physical / Virtual  Built
2021  Virtual 09/06/2025

Purpose
Mounts the .VMDK file, enabling
extraction and analysis of link files

Analyzes link files

Parses jumplist files to reveal recent
document access history

Provides detailed jumplist metadata,
including unique forensic artifacts



Analysis Findings
Overview of Examination Procedures

The forensic analysis was conducted on the provided virtual disk image (/ink-file-capture.vmdk),
which contained Windows link files (.Ink) and Jump List artifacts that were central to the
examination. This disk image served as a controlled environment to simulate typical user
activity, such as the creation, modification, and access of Microsoft Word documents, along with
the automatic generation of associated shortcut and Jump List entries by the operating system.
The evidence was supplied by Professor Stauffer in a compressed archive. Upon receipt, the
examiner extracted the contents and immediately verified the integrity of the disk image using
cryptographic hashing algorithms (MDS5, SHA1, and SHA256). This ensured that the acquired
evidence matched its original source and had not been altered during transfer. The use of
multiple hashing methods strengthened the validation process by providing redundancy against
potential algorithmic collisions. After validation, the examiner prepared the environment by
mounting the virtual disk image in forensic tools to allow for read-only analysis. This step was
critical to maintain forensic soundness and prevent accidental modification of the evidence.
From there, targeted analysis was carried out on the link files and Jump List data, which
provided insight into file access patterns, timestamps, and unique identifiers embedded within
the artifacts. These procedures established a solid foundation for the deeper analysis that
followed.

Additional targeted analysis was performed using:

e FTK Imager (AccessData) — mounted the .vmmdk file, allowing the examiner to extract
and analyze link files in their native environment.

e LECmd.exe (Eric Zimmerman) — parsed individual link (.Ink) files to extract
embedded timestamps, file paths, and metadata.

e JumpListView (NirSoft) — parses jumplist files to reveal recent document access
history.

e JumpListExplorer (Eric Zimmerman) — provides detailed jumplist metadata,
including unique forensic artifacts.

Throughout the process, all findings were documented, and cryptographic hash values were
maintained for validation.

Evidence Reviewed

1. link-file-capture.vimdk.zip (E001): Link file capture — virtual disk



Key Findings

Section 1 - Link Files
---Case 1 ---

1. As an investigator, you are interested in a file named “HWOZ2FileO1.docx” — the original
(“target”) file. Report the MAC d/t stamps for this file.

e Analysis Performed:
o The link-file-capture.vmdk was analyzed through the AccessData FTK Imager
application.
o The examiner navigated to “HWO02File01.docx”, the original (“target”) file to
report the MAC d/t stamps for the file which is shown in Figure 1.
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case I/HW02File0].docx
e Answer:
The date that the file named “HWO02File01.docx” was modified was 1/31/2019 7:51:29
PM UTC. The date that the file named “HWO02File01.docx was accessed was 1/31/2019
7:51:29 PM UTC. The date that the file named “HWO02FileO1.docx” was created was
1/31/2019 7:51:29 PM UTC.

e Supporting Evidence:

Fidl AccessData FTK Imager 4.5.0.3 -
File View Mode Help

aaecag'@dYEs wm B QOB D R®RR R

-6 link fle-capture vmdk MName Size  Type Date Modified
4 NTFS Index Al 1/31/2019 7:52:12 PM

E| sl Partition 1 [2045MB]
Bhﬁ Link FileAnalysis [NTFS] D 120

122 lorphan] H‘u‘."EIZFiIEm.dncf 3 Regular File 1/31/2019 7:51:29 PM
EHE foct] L] HWO2File0T.docx.Ink 1 Regular File 1/31/2019 7:51:29 PM
E ~WRLODO1.tmp S130 INDX Entry
H {33 lunallocated space]
. Lﬁ Unpartitioned Space [basic disk]
0000 |50 4B 03 04 14 00 06 00-03 00 00 00 21 00 0% 24 |PE---------- L5
|Proper‘tlas = || 0010 |87 82 81 01 00 00 BE 05-00 00 13 00 08 02 5B 43| --------vvrr-- [c
ooz20 S5F 54-79 70 65 73 5D 2E 78 6D |ontent_Types].xm
0030 L0 00-02 00 00 00 00 00 00 001 &--{ ---vvvv--
— 0040 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 Q0| «cvveeeeonnnnn-
Name S e 0050 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
File Class I 0060 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| - vveremenn-
File Size 0070 |00 00 | 0 00 00-00 00 00 00 00 00 00 00| «-vereermmmnnen-
A 0080 00 00-00 00 00 00 00 00 00 00
Physical Size 5,384 0090 00 00-00 00 00 00 00 00 00 00
Start Cluster 74,357 00a0 00 00-00 00 00 00 00 00 00 00| --
B R f| oc 00 00-00 00 00 00 00 00 00 00
Date Accessed S Shee e ‘ﬁ.. 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
Date Created 3 51:29 Pl Mod0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
Date Modified 00e0 0 00 00-00 00 00 00 00 00 00 00| «cveeeermmneeen-
00ED 0 00 00-00 00 00 00 00 00 00 00| «-vereermmmnnen-
Encrypted 0100 00 00-00 00 00 00 00 00 00 Q0| - ccrremrmmemnn-

Figure 1. T he MAC d/t stamps of "HWO02FileOI.docx"



2. Where would you normally go to find the link file corresponding to HWO02FileO1.docx?

e Analysis Performed:
o The examiner used OSINT in order to find which directory the link files are in, in
a Windows 11 machine.
o As you can see in Figure 2, it shows the directory containing multiple link files.
o Path: C:\Users\inorw\AppData\Roaming\Microsoft\Windows\Recent\

e Answer:
The absolute path of the directory that contains the link files, specifically where
HWO02FileO1.docx.Ink would normally be, is

“C:\Users\(yourname)\AppData\Roaming\Microsoft\Windows\Recent .
e Supporting Evidence:

P2 Select Administrator: Windows PowerShell

Roaming\Microsoft\Windows\Recent

<« File and Jumplist Analy

ir-master.lnk

Figure 2. The directory that contains the link files for the Windows 11 system

3. This time, the link file has been provided for you. Report the MAC d/t stamps for this link file.

e Analysis Performed:



o The link-file-capture.vmdk was analyzed through the AccessData FTK Imager
application.
o The examiner navigated to “HWO2FileO1.docx.Ink”, which was provided, to
report the MAC d/t stamps for the file which is shown in Figure 3.
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFES]/[root]/Case 1/HWO2File0l.docx.Ink
e Answer:
The date that the file named “HWO2FileO1.docx.Ink” was modified was 1/31/2019
7:51:29 PM UTC. The date that the file named “HWO02File01.docx.Ink” was accessed
was 1/31/2019 7:51:29 PM UTC. The date that the file named “HWO02File01.docx.Ink”
was created was 1/31/2019 7:51:29 PM UTC.

e Supporting Evidence:

[.:] AccessData FTK Imager 4.5.0.3 -
File View Mode Help

aagsoad-lEBs m B OB [RB® T,

Evidet:;e Tree Bl File List
E‘@ link file-capture vmdk Mame Size Type Date Modified
[l Partition 1 [2045MB]
DSBO 4 NTFS Index Al 1/31/2018 7:5212 PM
aHWﬁZFilem.chx 13 Regular File 1/31/2019 7:51:29 PM

Regular File 1/31/2019 7:51:29 PM
B ~WRLODOT tmp 5130 INDX Entry

m-T8  Unparttioned Space [basic disk]

00-00 00 00 00 €0 00 00 00 |L----------- B---

Properties * 00-00 00 00 00 00 00 00 Q0| ---F-- --vv-mn--
Q0-00 00 00 00 00 Q0 Q0 QQf -------ommomnnn

Elﬁl Q0-00 00 00 00 01 OO0 00 QQf ------cemmmmnnn
E Q0-00 Q0 00 Q0 E9 OO0 14 00Qf ------------ é
I 34-6% 10 A2 D2 03 00 2B 30| -PA0D &:i-¢@- +0

MName 5C-00 00 00 00 00 00 00 00(0-- fEsh--------
File Class 00-00 00 00 50 00 31 00 Q0 ------v---- P-1--
o 11-00 43 41 53 45 31 7E 31| ---3W1---CASE1-~1

File Size EF-BE 3F 4F 24 9C 3F 4E 31| -1 ----- %NS 201
Physical Size 00-00 00 00 01 00 00 00 00| % -« @ -cvenennn-
Date Accessed 00-00 00 00 43 00 L 00 73| ------von-- C-a-z
00-00 16 00 & 00 32 00 00| -2- -1-----3-2--

Date Created §0-00 48 57 30 32 46 69 6C| - -vvv-v-- HWO2Fil
Date Modified 020 |65 30 31 2E 64 6F 63 78-00 4C 00 08 00 04 00 EF [e0l.docx-L----- i
0£0|BE 00 00 00 00 00 OO0 00-00 22 00 00 00 00 00 00 [%-------- Ko

Encrypted 100 |00 00 00 00 00 OO0 OO0 00-00 OO0 OO0 00 Q0 00 00 00| - ---cceeneenonn-

Figure 3. The MAC d/t stamps of "HWO02FileOl.docx.Ink"

4. Report the embedded MAC d/t stamps of the target file within the link file.

e Analysis Performed:
o The link-file-capture.vimdk was analyzed through the AccessData FTK Imager
application.



o The examiner navigated to “HWO2FileO1.docx.Ink”, which was provided, to
report the embedded MAC d/t stamps for the target file within the link file which
is shown in Figure 4.

o The link file data structure states that starting from offset 28, 8B long is the
embedded file creation time; from offset 36, 8B long is the embedded file access
time; from offset 44, 8B long is the embedded file modified time.

o The examiner mounted image file with READ-ONLY with FTK Imager to use
Eric Zimmerman’s LECmd.exe tool to learn more about the link file. After
running the command on the .Ink file, it shows that the target MAC d/t stamps is
“null” as shown in Figure 5.

o Path: link-file-capture.vmdk/Partition 1
[NTFES]/[root]/Case 1/HWO02File0l.docx.Ink

e Answer:
The embedded MAC d/t stamps of the target file (HWO02FileO1.docx) within the link file
(HWO02FileO1.docx.Ilnk) is NULL since there are no values from offset 28 to 51 as
shown in Figure 4, which is where the embedded MAC d/t stamps are located due to the
link file data structure. This answer is later strengthened by using Eric Zimmerman’s
LECmd.exe tool, it shows that the target MAC d/t stamps is “null” as shown in Figure 5.

[2045MB]/LinkFileAnalysis

e Supporting Evidence:

E Exterro FTK Imager 4.7.3.81 - 0O X
Eile View Mode Help
a8 d-YBa m @O OB D[RR T
Evidence Tree File List
=&y link file capture.vmdk Name Size Type Date Modified
=) Partition 1 [2045MB] a\
-he LinkFileAnalysis [NTFS] 8130 4,096 (4KB) NTFS Index All..  1/31/2019 7:52:12
) lorphan] ﬁHWOZFlleOLdocx 12,569 (13 KB) Regular File 1/31/2019 7:51:29
=42 froot] ‘:} HWO2FileD1.docx.Ink 463 (1KB) Regular File 1/31/2019 7:51:29
I# $BadClus ] ~WRLO00O1.tmp $130 INDX Entry
+-{J) Sbxdend
I SSecure
) Case 1
() Case 2 000 |4C 00 00 00 01 14 02 00-00 00 00 00 CO 00 00 Q0 |L-----------A---
() [unallocated space] 010|00 00 00 46 93 00 20 00-00 00 00 00 (NJCEIEENEE --F-- - - HEER
Hex Value Interpreter (ELM 00 00 00 oo [ 000 000000000000 EER------------
030/00 00 00 00 00 00 00 00 01 00 00 00/ ------ .
Size  Value 040 |00 00 00 00 00 00 00 00-00 00 00 00 ES 00 14 00| ------ s
dinteger 18 0 050 |1F S0 EO 4F DO 20 EA 3A-69 10 A2 DS 08 00 2B 30| -PaOD é&:i-¢@--+0
060 /30 9D 19 00 2F 45 3A 5C-00 00 00 00 00 00 00 00|0---/Es\-------
nedinteger  1-8 0 o 070 /00 00 00 00 00 00 00 00-00 00 00 S0 00 31 00 00| ---vv-vvvvn- Pifes
TIME(UTC) 8 17171601 12.00:00 AM 08000 00 00 3F 9E 11-00 43 41 53 45 31 7E 31| ---2N1- - -CASEl~1
TIME (local) 8 090 |00 3A 00 08 00 EF-BE 3F 4E 24 9C 3F 4E 31| -:-----i%2N$ -2N1
site - 0a0|9E 2A 00 O 00 00-00 00 00 OL 00 00 00 00| -*---g-veeeenn-.
0b0 |00 00 0 00 00 00 43 00 61 00 73| -----------C-a-8
Byte order: O Little endian () Big endian 0cO |00 &5 2 16 00 6A 00 32 00 00| -@- -l-----F-2--
0d0 |00 00 00 00 00 00 00 80-00 48 57 30 32 46 €9 €C| --------- HWO2Fil
Hex Value |nter...J Sel start = 28, len = 8

For User Guide, press F1

Figure 4. The FTK Imager showing the embedded MAC d/t of the target file within the link file



P2 Administrator: Windows PowerShell

Command line: -f E

Processing E

Source file: E:\Case
Source created:
Source modified:
Source accessed:

--- Header ---
Target created:
Target modified:
Target accessed:

File size (bytes):
Flags:

File attributes:
Icon index:

Show window:

Working Directory:

Figure 5. LECmd.exe command and output of HWO02FileOl.docx.Ink showing the embedded

MAC d/t of the target file

./LECmd.exe




5. The user downloaded the file but says they never opened it. Does the evidence support or
refute this claim? Explain.

e Analysis Performed:

o The link-file-capture.vindk was analyzed through the AccessData FTK Imager
application.

o The examiner used OSINT resources, more specifically an article by Mandiant, to
understand more about why the embedded MAC d/t of the target file within the
link file may be null.

o Additionally, the examiner used OSINT resources to understand how .Ink files are
created in the Windows system.

o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case 1/HWO2File(0l.docx

o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case 1/HWO02File0]1.docx.Ink

e Answer:

A shortcut (HWO2FileO1.docx.Ink) exists. Windows creates/updates link files when a
file is accessed from Explorer, so the presence of the .Ink file indicates that the
document was opened. This is also additionally confirmed by the examiner as he went
to the VM’s .Ink directory (Recent) and noticed that multiple directories had .Ink files as
shown in Figure 9. The directories were not created by the examiner but only accessed,
further corroborating that the user opened the document. Although the .Ink file’s
embedded target MAC fields are NULL, some .Ink variants especially Explorer “user
search .Inks” legitimately omit the target timestamps. Therefore, the null embedded fields
reflect missing metdata, not lack of access. Combined with the batching MAC times
between the target file and the .Ink file, the evidence refuted the claim that the file was

never opened.

e Supporting Evidence:
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Figure 6. FTK Imager ofthe HWOIFileO1.docx
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Figure 8. LECmd.exe command and output of HWO0IFileOI.docx.Ink showing the embedded
MAC d/t stamps

Figure 9. The directory containing the VM's .Ink files



--- Case 2 ---

1. This time, you are interested in a file named “HWO2File02.docx”. Report the MAC d/t stamps
for this file.

e Analysis Performed:
o The link-file-capture.vimdk was analyzed through the AccessData FTK Imager
application.
o The examiner navigated to “HWO02File02.docx”, the original (“target”) file to
report the MAC d/t stamps for the file which is shown in Figure 10.
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case 2/HWO02File02.docx
e Answer:
The date that the file named “HWO02File02.docx” was modified was 1/31/2019 8:09:23
PM UTC. The date that the file named “HWO02File02.docx” was accessed was 1/31/2019
8:09:23 PM UTC. The date that the file named “HWO02FileO1.docx.lnk” was created was
1/31/2019 8:03:10 PM UTC.

e Supporting Evidence:
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Figure 10. FTK Imager of the HW02File02.docx file



2. Report the MAC d/t stamps for the corresponding link file.

e Analysis Performed:
o The link-file-capture.vimdk was analyzed through the AccessData FTK Imager
application.
o The examiner navigated to “HWO02File02.docx.Ink”, which was provided, to
report the MAC d/t stamps for the file which is shown in Figure 11.
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFES]/[root]/Case 2/HWO02File02.docx.Ink
e Answer:
The date that the file named “HWO02File02.docx.Ink” was modified was 1/31/2019
8:08:23 PM UTC. The date that the file named “HWO02File02.docx.Ink” was accessed
was 1/31/2019 8:08:23 PM UTC. The date that the file named “HWO02File02.docx.Ink”
was created was 1/31/2019 8:03:10 PM UTC.

e Supporting Evidence:
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Figure 11. FTK Imager of the HW02File(2.docx.Ink link file showing the MAC d/t timestamps



3. Report the embedded MAC d/t stamps of the target file within the link file.

e Analysis Performed:

o

The link-file-capture.vmdk was analyzed through the AccessData FTK Imager
application.

Based off of the previous case, the examiner mounted image file with READ-
ONLY to use Eric Zimmerman’s LECmd.exe tool to learn more about the link
file.

The examiner navigated to “HWO02File02.docx.Ink”, which was provided, to
report the embedded MAC d/t stamps of the target file within the link file which
is shown in Figures 12, 13, and 14.

In Figure 12, it shows the offset 28 with a length of 8B which shows the
embedded file creation time.

In Figure 13, it shows the offset 36 with a length of 8B which shows the
embedded file access time.

In Figure 14, it shows the offset 44 with a length of 8B which shows the
embedded file modified time.

In Figure 15, it shows LECmd.exe command used and output further checking
that the previous information was correct, which it is.

Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case 2/HW02File02.docx.Ink

e Answer:
The embedded creation d/t of the target file within the link file is 1/31/2019 8:03:10 PM
UTC. The embedded access d/t of the target file within the link file is 1/31/2019 8:07:07
PM UTC. The embedded modified d/t of the target file within the link file is 1/31/2019
8:07:07 PM UTC.

¢ Supporting Evidence:
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Figure 12. FTK Imager showing the hex for HW02File(2.doc.Ink that shows the offset 28
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Figure 15. LECmd.exe command and output of the HW02File02.docx.Ink linklist file

| @

- 54080 MR
File List
Name
$130

b WO2File02.docx

= | HWO2FileD2.docx.Ink
& ~s02File02.docx

B ~s02Filed2.docx

B cnm 1 nnAe

Size

4,096 (4 KB)
12,604 (13 KB)

557 (1KB)
162 (1KB)

Type

NTFS Index All...

Regular File
Regular File
Regular File
$130 INDX Entry

1A MRV Foae

Date Modified
1/31/2019 8:09:
1/31/2019 8:09:
1/31/2019 8:08:
1/31/2019 8:08:

wWow oW oW

File List
Name
$130

B3 HWO2File02.docx

1) HWO2File02.docx.Ink
k ~$02File02.docx

B ~S02Filed2.docx

B e 1 nnA-

Size

4,096 (4 KB)
12,604 (13 KB)

557 (1KB)
162 (1KB)

Type

NTFS Index All...
Regular File
Regular File
Regular File
$130 INDX Entry

FIN INIAY s

(m] X

Date Modified
/2019 8:09:
/2019 8:09:
/2019 8:08:

2019 8:08:

Wow W wW

1
1
1
1

/LECmd . exe



4. For each of the following activities, report if the activity occurred. If so, report when it
occurred, and how you know. (If it cannot be determined, indicate as much.): a. Target File
created — b. Target File last opened — c. Target File last saved — d. Target File last closed

Analysis Performed:

o

o

The link-file-capture.vmdk was analyzed through the AccessData FTK Imager
application.

During proper .Ink file creation, the embedded target modified and access date
stamps are cached and embedded within the .Ink file. Then .Ink file was fully
created which creates its own metadata (time stamps). Then if the target file is
later saved/accessed, then it’s modified and access date stamps are modified on
the target file and since the .Ink isn’t rewritten, the embedded target time stays at
the original date time.

NOTE: All of the files’ creation date/time stamp is the same.

Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFES]/[root]/Case 2/HWO02File02.docx.Ink

Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFES]/[root]/Case 2/HWO02File(2.docx

Answer:

As you may notice, the target file’s modified/access time, the link file’s modified/access
time, and the embedded modified/access time of the target file within the link file is
inconsistent as shown in Figures 16, 17, and 18. One may presume that this is an error
however it is completely normal. The creation time of all three is the same so the target
file was definitely created on 01/31/2019 08:03:10 PM UTC. Since the modified/access
time is different for all three, it is imperative to rely on the metadata of the target file
itself to get the target file’s accurate last opened and saved datetime stamps.

a.

The Target file was created on 01/31/2019 08:03:10 PM UTC, this is shown in
Figure 16. This is obtained by using the FTK Imager application to find the MAC
d/t.

The Target file last opened was on 01/31/2019 08:09:23 PM UTC, this is shown
in Figure 16. This is obtained by using the FTK Imager application to find the
MAC dit.

The Target file last saved was on 01/31/2019 08:09:23 PM UTC, this is shown in
Figure 16. This is obtained by using the FTK Imager application to find the MAC
d/t.

Due to the nature of FTK Imager and the file’s metadata, it cannot be
determined to find the Target file’s last closed date/time stamp.

Supporting Evidence:
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Figure 16. FTK Imager of WO2File02.docx
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Figure 17. FTK Imager of HW02File02.docx. Ink
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Figure 18. LECmd.exe command and output of HWO02File(02.docx.Ink showing the embedded
MAC d/t of the target file from the link file



5. Why is the target file’s modified time, the link file’s modified time, and the embedded
modified time of the target file within the link file inconsistent (different from each other)?

E Exterro FTK Imager 4.7.3.81 =
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Figure 19. FTK Imager of H W02F lleOZdocx

Analysis Performed:
o The link-file-capture.vindk was analyzed through the AccessData FTK Imager
application and Eric Zimmerman’s LECmd.exe tool.
o The target file was analyzed through FTK Imager as shown in Figure 19.
o The link file was analyzed through FTK Imager as shown in Figure 20.
o The embedded MAC d/t of the target file within the link file was analyzed
through LECmd.exe as shown in Figure 21.
o The examiner used OSINT resources to understand the concepts of the target file,
link file, and embedded MAC d/t.
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFES]/[root]/Case 2/HWO02File(02.docx.Ink
o Path: link-file-capture.vmdk/Partition 1 [2045MB]/LinkFileAnalysis
[NTFS]/[root]/Case 2/HW02File02.docx
Answer:
The three timestamps differ because they describe different events on different artifacts,
captured at different moments. The target file’s modified time is the NTFS LastWrite
for the document itself and reflects the actual moment the file was saved. The .Ink
file’s modified time belongs to the shortcut and records when Windows wrote or
refreshed the shortcut (e.g., at creation or when updating path/icon/tracker data); this is
independent of later edits to the document. The embedded target modified time
inside the .Ink is merely a cached snapshot of the target’s timestamps taken when
the shortcut was last written, and it does not update if the document is edited
afterward or opened directly. In this case, creation times line up (confirming the
creation event), while modified/access times diverge because the shortcut was written at
one time and the document was saved again later.

Supporting Evidence:
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Figure 20. FTK Imager ofH WO2File02.docx. Ink

82 Administrator: Windows PowerShell

e attributes:

Figure 21. LECmd.exe command and output of HWO02File02.docx.Ink showing the embedded
MAC d/t of the target file from the link file



--- General Questions ---

1. During your investigation, you find a target file whose creation time comes after the creation
time of its associated link file. Explain what happened (assume the user did not deliberately
changed the d/t stamps).
e Answer:
If the target file’s creation time is later than the creation time of its .Ink, the explanation is
that the two artifacts recorded at different moments. Windows wrote the shortcut first
(when an earlier instance of the document was opened), then later the target file at that
path was deleted and then recreated at the same directory and name, which resets the
target file’s creation time, while the shortcut was not rewritten since the target file was
not opened. Because the .Ink stores only a cached snapshot of the target’s timestamps at
the moment the shortcut was written, its times (and the embedded target times it carries)
can predate the current file. In short: the shortcut is older, the target is a newer
instance, and the difference is expected without any deliberate timestamp
manipulation.

This is shown as the examiner recreated this situation shown in Figures 22 to 24.
e Supporting Evidence:
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Figure 22. Showing the test.txt (and it's date created within FTK Imager) and the corresponding
created time of the .Ink file associated
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Original location: C:\Users\inorw\Desktop\Evidence\1.2
Microsoft Link File and Jumplist Analysis\Section2

[ Yes i No

Figure 23. Permanently deleted the file
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bource file: C:\Users
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Source modified:
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-- Header ---
Target created:
Target modified:
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File size (bytes):
Flags:

File attributes: Date Accessed
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Date Modified

File Size

Show window: (Activates and displa

Figure 24. Recreated the test.txt file, reran the LECmd.exe and FTK Imager, shows that target
file's date created is after the .Ink file's date created



2. When a target file is moved to another directory, what happens to the associated link file?
The target file is then opened from its new directory and immediately closed; what happens to
the link file, now? Report the steps you took or the references you consulted to answer these
guestions.

Analysis Performed:

o The target file that the examiner created was analyzed through Eric Zimmerman’s
LECmd.exe tool.

o The examiner created the file, “inort.txt”, on the Desktop which represents the
target file. The examiner also accessed and modified the target file.

o As shown in Figure 25, the examiner used LECmd.exe to examine the working
directory of the .Ink file that was created after the examiner accessed and
modified the target file.

o As shown in Figure 26, the examiner used LECmd.exe to examine the working
directory of the .Ink file after the target file was moved to a different directory.

o As shown in Figure 27, the examiner used LECmd.exe to examine the working
directory of the .Ink file after the target file was moved to a different directory (in
the previous step) and opened from its new directory and immediately closed.

Answer:

The examiner determined that when the target file was moved to a different directory, the
existing shortcut (.Ink) did not change, its WorkingDirectory/path remained the same
because the target file was never accessed. After the target was then opened from its new
directory and immediately closed, the original .Ink still showed a change, it’s
WorkingDirectory/path changed and reflected the new directory that the target file
resided in.

Firstly, the examiner created the file, “inort.txt”, on the Desktop which represents the
target file. The examiner also accessed and modified the target file. The examiner used
LECmd.exe to examine the working directory of the .Ink file. Secondly, the examiner
moved the target file into another directory. The examiner used LECmd.exe to examine
the working directory of the .Ink file, which was not changed. Lastly, the examiner
accessed and immediately closed the target file that was moved into a new directory. The
examiner used LECmd.exe to examine the working directory of the .Ink file, which was
changed, and reflected the directory that the target file was moved to.

Therefore, moving the directory of the target file does not change the link file. However,
accessing the target file does change the link file.

Supporting Evidence:
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Figure 25. LECmd.exe output 0 inort.txt.Ink, showing that the working directory
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Figure 26. LECmd.exe output 0 inort.txt.ln howing that the working directory
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Figure 27. LECmd.exe output of inort.ixt. Ink, Showng that the working directory is
C:\Users\inorw\Desktop\Evidence. (THIS IS AFTER OPENING THE TARGET FILE)



Section 2 — Jumplist
--- Preparation ---

1. Create a word document with the filename “Evidence01.docx” and some content, and save it
anywhere you wish.
e Answer:
The examiner firstly downloaded the Microsoft Office suite containing Word. Then, the
examiner created a word document with the filename “Evidence0l.docx” and added the
content “my name is inor!”, and saved it to “C:\Users\inorw\Desktop\Evidence\l.2
Microsoft Link File and Jumplist Analysis\Section2” as shown in Figure 28.

e Supporting Evidence:

BB C:\Users\inorw\Desktop\Evide X i

41 J © Startbackup > - Section2 Search Section2 Q

(1 Details

F igul:e.Z. Picture of the Eidence0l.docx created

2. Take a screenshot of the recently opened jumplist shown for Word in the Start Menu.
e Answer:
After creating the word document and adding content within it, the examiner accessed
and closed the EvidenceO1.docx file again. Then, pinned the Word application to the Start
menu and right clicked the Word application and saw that the recently opened jumplist is
shown for Word in the Start Menu as shown in Figure 29.

e Supporting Evidence:

Notepad Snipping Tool  File Explorer

¥} EvidenceOl.docx

F iue 29. Screenshot of the recently opened jumplist shown for Word in the Start Menu



3. Delete the file you just made. If the file was sent to the Recycle Bin, go to the Recycle Bin and
delete it permanently.
e Answer:
The examiner deleted the EvidenceOl.docx file and it was sent to the Recycle Bin. The
examiner then went to the Recycle Bin and deleted it permanently as shown in Figure 30.

e Supporting Evidence:

X Ha

1> C J > RecycleBin Se. Q

(B Details

Name Original Location
% Home

A Gallery This folder is empty.

> . OneDrive

BW Desktop &
J Downloads #
0items |

BB C:\Users\inorw\Desktop\Evide X A

e i C © Start backup >

() New

Name

& Home

A Gallery This folder is empty.

. OneDrive

B Desktop #*
J Downloads #

0items |

Figure 30. Screenshot of the Recycle Bin and the Section 2 folder showing that the .docx file was
deleted




--- Analysis of Jumplists ---

1. Take a screenshot of the recently opened jumplist shown for Word in the Start Menu again. Is
EvidenceO1.docx still there?

e Answer:

The recently opened jumplist shown for Word in the Start Menu of EvidenceOl.docx is
still there, as shown in Figure 31, even after permanently deleting the Evidence.docx file.

e Supporting Evidence:

- Og ﬁ

Microsoft 365 Outlook Microsoft Store Settings
Copilot

o)) S in =

Solitaire & Linkedin Calculator
Casual Games

" . Move to front
otepad Snipping Tool File Explorer

Move left

Create a new app folder
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N
-
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R

Unpin from Start

* Get Started Run as administrator
Welcome to Windows

> Windows PowerShell
= Frequently used app

Open file location

Pin to taskbar

Uninstall

Recent
e wl EvidenceOl.docx

Figure 31. Screenshot of the recently opened jumplist shown for Word in the Start Menu

2 0 Q6




2. Find the jumplist files in the AutomaticDestinations folder using either CMD or File Explorer.
Take a screenshot of these files.
e Answer:

The examiner found the jumplist files in the AutomaticDestinations folder using
Windows Powershell as shown in Figure 32. The absolute path is,
“C:\Users\inorw\dAppData|Roaming\Microsoft\Windows\Recent\AutomaticDestinations .
The AutomaticDestinations folder is where Windows stores Jump list data. Jump Lists
are the “Recent” and “Pinned” files that appear when you right-click an application as
shown in previous steps. Each program that supports Jump Lists has a separate file in the
AutomaticDestinations folder. The files are in a binary format with the extension
“.automaticDestinations-ms”.

e Supporting Evidence:

22 Administrator: Windows PowerShell
PS C:\Users\inorw\appdata\Roaming\Microsoft\Windows\Recent\AutomaticDestinations> 1s

Directory: C:\Users\inorw\appdata\Roaming\Microsoft\Windows\Recent

LastWriteTime ngth Name

5a20

utomaticDestina

omaticDestina

wm wn n

wmwmunmunun

:\Users\inorw\appdata\Roaming\Microso indows\Recent\AutomaticDestinations>

Figure 32. Screenshot of the AutomaticDestinations folder

3. To parse these jumplists, we’ll first use NirSoft’s JumplListsView tool. After starting the
application, find EvidenceOl.docx in the list. What information do we learn about the file from
this Tool? Take note of the corresponding Application ID — we will need it later.

e Answer:



The examiner used Microsoft Edge to download NirSoft’s JumpListsView tools from
their website. After starting the application, the examiner found EvidenceOl.docx and
double clicked it as shown in Figure 33. This action brought up the properties tab of the
jumplist, which contains: filename, full path, record time, created time, modified time,
accessed time, file attributes, file size, entry id, application id, application name, file
extension, computer name, and jump lists filename.

NOTE: The Application ID is “fb3b0dbfee58fac8”

NirSoft’s  JumpListsView is a forensic utility that parses only the
“.automaticDestinations-ms” and  “.customDestinations-ms”  files  stored in
AutomaticDestinations. From this tool, the examiner can extract several important details
about user activity. 1. Application association; examiner can identify which program the
Jump List belongs to. 2. Recent; examiner can identify the list of files that were recently
accessed. 3. File Path; examiner can display the full path to each file referenced by the
Jump List. 4. Timestamps; examiner can identify timestamps for when items were last
accessed. 5. Metadata; examiner can identify additional metdata such as file size, entry
ID, and application ID.

NOTE: Jump List artifacts remain even after the original files are deleted which is
also shown in this section of the lab. Therefore, jump lists are valuable for
understanding what happened even if the original files were deleted.

e Supporting Evidence:

Helo

S .E]H'_]_T a Properties X

| Filename Filename: Evidence01.docx [
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Music Jump lists Filename: C:\UserslinorwiAppDatalRoamingiMicrosoftiWind
Pictures )
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Figure 33. Screenshot of the Properties tab of the Evidence(l.docx jumplist



4. Close JumplListsView. Next, we’ll be using Eric Zimmerman’s JumplLists Explorer tool. If you are
having trouble running it, follow the “Requirements and Troubleshooting” instructions at the
bottom of the webpage where you downloaded the tool. (You may need to install Microsoft
.NET Framework 4.6)
e Answer:
The examiner went to Eric Zimmerman’s GitHub to download the JumpListExplorer
2.1.0. After reading the “Requirements and Troubleshooting” instructions at the bottom
of the webpage, the examiner noted that it was crucial to use 7-Zip to extract the .zip file
as Windows will block the DLLs. After completion, the folder was moved to the Tools
directory within the Desktop and the examiner ran the application with success as shown
in Figure 34!

¢ Supporting Evidence:

i) Assignment - Microsoft Link File X I,ﬁ\ Eric Zimmerman's tools

& (O O nhtipsy//ericzimmerman.github.io/#lindex.md

. . 1 |
Eric Zimmerman's tools  Documentation  How to build self-cc """

Jumplist Explorer -]: | 2.1 GUI based Jump List viewer

File Tools Help

(]
@8 C\Users\inorw\Desktop\Tools X +

< > = JumplistExplorer Search JumplList Q

= aas (1) Details

Name Date modified

% Home

n JumplListExplorer.dll

A Gallery
> [l OneDrive

m JumplistExplorer.runtimeconfig.json

B LICENSE.bt
B Desktop

Figure 34. Screenshot showing that Eric Zimmerman's JumpListExplorer tool was successfully
installed and running



5. Click File > Load jump lists. Navigate to the AutomaticDestinations folder and select the
jumplist file with the ApplID you noted in Step 3 of this section. You will see a list of entries —
each corresponds to a different Word document recently opened on this machine. Find the entry
for EvidenceOl.docx and double-click it. A new window opens with detailed information
regarding the file.
e Answer:
The examiner clicked File > Load jumplists, then navigated to AutomaticDestinations
folder (which was hidden, needed to type the absolute path into Explorer), and selected
the jumplist file with the AppID noted in Step 3 (“fb3bOdbfee58fac8), as shown in
Figure 35. Then the examiner double-clicked it and a new window opens with detailed
information regarding the jumplist file as shown in Figure 36.

e Supporting Evidence:
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Figure 35. Screenshot showing that the correct mp List was imported into JumpList Explorer
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Figure 36. Screemshot of the JumpList Explorer tab



6. Browse the information available in this window; there are multiple tabs. There is one artifact
in particular that this tool provides us (and NirSoft’s tool does not) which could prove highly
useful in a forensic investigation of the EvidenceOl.docx file. Take a screenshot of this
information and explain why it is so potentially useful.
e Answer:
The Upon examining the JumpList Explorer output for EvidenceOl.docx, a key artifact
was identified that is not available in NirSoft’s JumpListView tool: the MAC address of
the system’s network interface card (NIC). In this case, the MAC address
00:29:6a:¢6:13:63 is embedded within the Jump List metadata. This artifact is highly
valuable in forensic investigations because the MAC address is a globally unique
identifier tied to a specific machine. By capturing it, an examiner can directly associate
the creation and modification of Jump List entries with the exact system on which the
activity occurred. This strengthens attribution, ensuring that the EvidenceO1.docx file was
accessed or opened on this particular host. In multi-user or multi-device environments,
this level of detail helps eliminate ambiguity and provides corroborative evidence when
linking a file access event back to a suspect system.

e Supporting Evidence:
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Figure 37. Jumplist Explorer showing the MAC address



Conclusion

The examiner, Inor Wang, enjoyed this lab! There is no critique from me. Thank you.
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