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In today’s threat landscape, the ability to respond to and investigate cyberattacks is a
critical skill for any security analyst. This lab provided an opportunity to simulate a real-world
security incident by examining a compromised system through collected forensic artifacts. The
goal was to analyze the attack, identify key indicators of compromise, and determine how the
attacker operated within the network. Provided materials included event logs and a network
packet capture file, which served as the foundation for building a timeline of events and
uncovering the techniques used by the threat actor. The investigation was conducted using
widely adopted forensic tools such as Wireshark, SNORT, NetworkMiner, and the Windows
Event Viewer, each of which offered unique insights into the nature and scope of the attack. The
lab emphasized the importance of combining network-level data with host-based logs to form a
complete picture of the incident. Throughout the analysis, attention was given to patterns of
suspicious traffic, abnormal service behavior, and evidence of potential exploitation. Time
synchronization issues and logging gaps were also discovered, reinforcing the real-world
challenges that analysts face during investigations. In addition, the lab reinforced the importance
of correlating findings across tools and applying defensive reasoning to interpret how attacks
unfold in stages. By simulating attacker behavior and reconstructing their path, I developed a
deeper appreciation for how layered security measures and thorough documentation can impact
the success of an investigation. Overall, this lab allowed me to apply key investigative methods
in a practical context, sharpen my attention to detail, and better understand how to detect,
document, and defend against unauthorized activity in a networked environment.

Objectives

The primary objective of this lab is to conduct a structured and comprehensive forensic analysis
of a suspected intrusion targeting a legacy Windows system. Leveraging forensic artifacts
collected during initial incident response, including a network packet capture, security logs, and
application logs, students are expected to identify signs of malicious activity, trace the attacker’s
behavior, and reconstruct the timeline of the incident. The investigation emphasizes practical
skills in network traffic analysis, host log correlation, and cross-tool validation using platforms
such as SNORT, Wireshark, NetworkMiner, and Event Viewer. Specific focus is placed on
detecting denial-of-service patterns, abnormal SMB traffic, printer spooler exploitation, and
stealth techniques involving TCP reset manipulation. Additionally, students are challenged to
interpret log gaps caused by misconfigured time settings and assess how such oversights can
hinder incident response efforts. By the end of the lab, students will have strengthened their
ability to detect multi-stage attacks, validate findings across diverse data sources, and document
their conclusions using techniques that align with modern cybersecurity investigation standards.

Methodology

So, after reading the lab instructions, I proceeded to SimSpace and went into one of the
Win-Hunt machines. Specifically, I proceeded to win-hunt-25 and proceeded to the sharedfiles
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folder to extract the two event logs and the .pcapng file. I then proceeded to the Desktop and
created a folder named, “inor-lab4”, to keep all of the documents and files that I use for this lab
in the same area and organized. I then copy and pasted the three files into that folder as shown in
Figure 1. Since .pcapng is not compatible with most programs, I went into Wireshark and simply
converted the file into a regular .pcap file as shown in Figure 2 which was saved into the “inor-
lab4” directory as shown in Figure 1. The .pcapng (Packet Capture Next Generation) format is a
newer standard used by modern versions of Wireshark that supports additional features such as
multiple interfaces, enhanced timestamps, and metadata fields. However, despite its flexibility,
many legacy tools and forensic platforms still only support the traditional .pcap format. These
older tools often do not recognize or properly interpret .pcapng-specific fields, which can lead to
compatibility issues during analysis or automated processing. For this reason, converting .pcapng
to .pcap is a common best practice when ensuring broad compatibility with IDS tools like Snort.

win-hunt-25 | IS 3523-004 Munoz Spring 2025 - Google Chrome

2% portal.simspace.com, 0 dd-44 bda02 -0488 eb3cb6 619...
‘wimhunt—zs - .E Commands ~ [ ~
1 | = | inor-labd — X
File Home  Share  View [
T » ThisPC » Local Disk (C) » Users > Administrator > Desktop » inor-labd v O »
Name . Date modified o
# Quick access
i Maybe Hacked Box--Application Lo Al 9KB
I Desktop lfl 2 il 9
Maybe Hacked Box--Capture 4 AM 1,954 KE
¥ Downloads @ Maybe Hacked Box--Security Log 4/8/2025 10:22 AM 40KB
& Documents ™% peap 5/4/2025 1:12 PM 1,914KB
=] Pictures
| sharedfiles
etc
inor-labd

Figure 1: "inor-lab4" directory

win-hunt-25 | IS 3523-004 Munoz
23 portalsimspace.com/#/app/range, le/live-action/dfb82880-9bdd-441e-828a-7f341bda02¢2/8(

| win-hunt-25

. P —
Wireshark - Save Capture File As X
gl | | A vireshark Seve Copture il
hrome = = =
N Saven inorlabd Q2 @ BES
No. A
4 Name Date modified Type
1 * v - - F168.134.132? Tell 192.168.134.2
1 peap 5/4/2025 1:12 PM Wire: Cons -
g Quick access e .
Desktop
. {
(%] d "
Microsofd Libraries
e 1€
ge
2 gt | i v
u Q rt / in . 252 ny sou
. & | This PC ener Repor sage v
14 Leav 2 « 2 —_—
¥ @ fstener Report Message v ]
PS_Transcri ¥ Network Report n group 224.0.0.252 for any sou
1 g < > Bry OxadSe ANY WIN-Q109103GOSC
1 Bry OxadSe ANY WIN-Q109103G0SC
14 Fie name peap peap Save $168.134.2? Tell 192.168.134.158 v
- L

Figure 2: Converting .pcapng to .pcap in Wireshark

I then remembered from previous labs about SNORT and the importance of it whilst
conducting investigations and hunting. SNORT is a powerful, open-source network intrusion
detection system (NIDS) used by security professionals to analyze packet captures and detect
malicious patterns based on a comprehensive set of user-defined rules. Its ability to scan for
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known threats, suspicious payloads, and anomalous traffic behavior makes it an essential tool in
many real-world incident response workflows. I noticed that the SNORT was installed in the
Desktop within this VM so I opened a terminal, proceeded to the bin folder, and then wrote the
command: snort -c c:\Users\Administrator\Desktop\Snort\etc\snort.conf -r
“c:\Users\Administrator\Desktop\inor-lab4\pcap.pcap” -A console >
c:\Users\Administrator\Desktop\inor-lab4\pcap.txt to run snort against the .pcap file and spit it
out into a .txt file within the directory I created on the Desktop as shown in Figure 3. As shown
in Figure 4, this allowed for a clean export of alerts, making it easier to review SNORT’s
findings and incorporate them into my broader analysis.

win-hunt-25 | IS 3523-004 Munoz Spring 2025 - Google Chrome - ] X

25  portal simspace.com/#/app/range/console/live-action/dfb82880-9bdd-441e-828a-7f341bda02c2/805c075b-0488-49ce-ada2-adb1eb3cb6b2/f3c6619... &,

| win-hunt-25 - Running ~ win-hunt-25 | IS 3523-004 Munoz Spring... .E| Commands ~ |:| >

93 961 12206 1414 1741 1836 2381 238

Figure 3: SNORT command

As shown in Figure 4, the SNORT output was successfully redirected into the pcap.txt
file located in my working directory. The alert logs reveal a repeated pattern of “Consecutive
TCP small segments exceeding threshold,” which, while not always immediately threatening on
its own, may become significant when correlated with other suspicious activity on the network.
These types of alerts typically suggest fragmentation, intentionally small packet sizes, or unusual
traffic flows, all of which could be indicative of evasion techniques, network mapping, or slow
scanning behavior designed to avoid detection by intrusion detection systems. In addition to the
fragmentation-related alerts, SNORT also flagged a clear instance of a TCP port scan, with
traffic originating from IP address 192.168.134.129 and targeting 192.168.134.132. Port
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scanning is a reconnaissance technique often used by attackers to probe a target system for open
or vulnerable ports before launching an exploit. This is a more direct indicator of reconnaissance
activity and is commonly observed during the initial phases of network-based attacks, where the
attacker is gathering intelligence about the environment. Throughout the alert log, only two IP
addresses, 192.168.134.132 and 192.168.134.129, are involved, which strongly suggests a
focused and possibly targeted exchange. This lack of diversity in communicating hosts could
imply that the attacker was specifically interested in this target and not scanning the broader
network. This observation guided me to create relevant filters in Wireshark to isolate and analyze
the conversation between these two hosts. Moreover, the presence of numerous connections
involving high-numbered (ephemeral) source ports from 192.168.134.129 is notable. Ephemeral
ports, typically ranging from 49152 to 65535, are dynamically assigned by a client machine
during outbound communications. However, they can also be leveraged in malicious activity
such as reverse shells, exfiltration channels, or anonymized scanning operations, particularly
when used in high volume or with irregular patterns. High ports are dynamically assigned and
frequently used by malware or port scanning tools to obfuscate traffic and avoid detection. This
initial SNORT output provided valuable early insights into the potential nature of the activity,
but it does not provide full context on its own. Therefore, I plan to use additional tools, such as
Wireshark for packet-level analysis and NetworkMiner for host-based artifact extraction, to
expand my investigation. By correlating alerts from multiple tools, I aim to build a clearer and
more reliable timeline of the potential attack. Overall, this step demonstrates how SNORT can
play a vital role in the early stages of threat hunting by offering pattern-based alerts that help
direct further forensic inquiry. Its ability to surface low-level anomalies gives analysts a crucial
starting point for deeper packet and behavior analysis, especially in environments where
visibility is limited.

p7/08-15:09:40.535456 [**
97/88-15:09:40.537398 *] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.134.129:41254 -> 192.168.134.132:445
49.555789 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.134.129:41254 -> 192.168.134.132:445
40.557684 *] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.132:445 -> 192.168.134.12" 25

40.576248 [** i i s [**] [Classification: Potentially Bad Traffic] ty: 2] {TCP} 192.168.134.129:41254 -> 192.168.134.132:445
40.579378 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:41254
40.689077 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.129:41254 -> 192.168.134.132:445
49.692761 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] y: 2] {TCP)} 192.168.134.132:445 -> 192.168.134,129:41254
40.712897 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] ity: 2] {TCP} 192.168.134.129:41254 -> 192.168.134.132:445

40.721106 *] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] 1 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:41254
40.731553  [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:41254
45.771675 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.129:29922 -> 192.168.134.132:1241
07.690853 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification ntially Bad Traffic] ity: 2] {TCP} 192.168.134.129:29922 -> 192.168.134.132:1241
: 2] {TCP} 192.168.134.129:29922 -> 192.168.134.132:1241
: 2] {TCP} 192.168.134.129:51865 -> 192.168.134.132:1000
.134.129 -> 192.168.134.132

y: 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:57567

[129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:41254

*] [129:12:2) Consecutive TCP small segments exceeding threshold [**] [Classification
*] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification
*] [122:1:1] (portscan) TCP Portscan [**] [Classification: Attempted Information Leak]

otentially Bad Traffic]
Potentially Bad Traffic]
[Priority: 2] {PROTO:255)
*] [129:12:2] Consecutive TCP small segments exceeding threshold [**

] [Classification: Potentially Bad Traffic]

7/ *] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.129:57567 -> 192.168.134.132:445
/ :12: ing threshold [**] [Classification: Potentially Bad Traffic] y: 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:57567
/ [129:12:2] ing threshold [**] [Classifica ntially Bad Traffic] : 2] {TCP} 192.168.134.129:57567 -> 192.168.134.132:445
/ *] [129:12:2) ing threshold [**] [Classification ntially Bad Traffic] 2] {TCP} 192.168.134.129:57567 -> 192.168.134.132:445
/ *] [129:12:2) v e ing threshold [**] [Classification ntially Bad Traffic] : 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:57567
/ [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] ty: 2) {TCP} 192.168.134.129:57567 -> 192.168.134.132:445
a7/e8 26.668196 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification otentially Bad Traffic] 1 2] {TCP)} 192.168.134.132:445 -> 192.168.134.129:57567
07/68 26.680434 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] : 2] {TCP} 192.168.134.129:57567 -> 192.168.134.132:445

07/08-15:13:26.686998 [**] [129:12:2] Consecutive TCP small segments exceeding threshold [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.134.132:445 -> 192.168.134.129:57567

Figure 4: SNORT output

I first proceeded to NetworkMiner to help better visualize and understand the overall
structure and flow of the incident. NetworkMiner is a powerful network forensic analysis tool
that passively parses packet capture data and organizes it into meaningful artifacts such as host
information, session metadata, file transfers, and operating system fingerprints. By using this
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tool, I was able to gain a better understanding of the network environment, which is essential
when attempting to identify compromised systems or suspicious behavior. I specifically
navigated to the Hosts tab, where I immediately noticed the same two IP addresses,
192.168.134.129 and 192.168.134.132, that were heavily involved in the SNORT alerts earlier in
the investigation, which begs to be further examined as shown in Figure 5. For the IP address
192.168.134.129, NetworkMiner identified the host as running a Linux Debian operating system
with 100% confidence, and flagged the presence of Ettercap, a well-known network attack tool
frequently used for man-in-the-middle attacks, credential interception, and packet manipulation.
The fact that Ettercap was observed on this host is a strong indicator that this machine is not a
passive participant, but an active participant or even an active attacker. The MAC address of this
device, 00:0C:29:3F:20:31, and the use of VMware also suggest that it may be operating in a
virtualized environment, another common tactic among attackers. Its behavior, tools, and system
fingerprint collectively support the theory that 192.168.134.129 is the intruder or attacker system
in this scenario. In contrast, the second IP address, 192.168.134.132, is labeled with the
hostname APLOVERS-765952 and was detected as running an older Windows OS, either
Windows XP or Windows 2000. These legacy systems are often more vulnerable to exploitation,
particularly when exposed over protocols like SMB (Server Message Block), which is notorious
for its role in historical cyber attacks such as EternalBlue and WannaCry. This host appeared to
be the primary target of the suspicious communication, and its role became clearer after viewing
the consistent exchange of data between these two endpoints. What stood out further was the
number of sessions initiated from 192.168.134.129 to 192.168.134.132 over TCP port 445, a port
commonly associated with SMB file sharing, remote command execution, and lateral movement.
This behavior aligns directly with the SNORT alerts saved in the pcap.txt output as shown in
Figure 4, where repeated connections, excessive small TCP segments, and a port scan were
detected. Additionally, NetworkMiner's Sessions and Parameters tabs revealed the use of high-
numbered ephemeral source ports, such as 41254 and 57567, by the attacker as shown in Figure
6. These dynamic ports are commonly used by client systems but may also be manipulated by
malicious attackers. Their repeated appearance in conjunction with known attack protocols
strengthens the hypothesis of malicious intent. Overall, NetworkMiner served as a critical pivot
point in this investigation. It not only confirmed previous findings uncovered through SNORT,
but also expanded on them by providing a more complete picture of host behavior and session
context. This multi-layered approach, beginning with raw file extraction, conversion and
inspection of the .pcap file, alerting through SNORT, and then deep host-level analysis with
NetworkMiner, demonstrates the importance of using complementary forensic tools. With a
stronger understanding of the attacker's tactics and the victim’s vulnerabilities, I plan to continue
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this investigation using Wireshark for a granular inspection of payload data, protocol behavior,

and potential evidence of exploitation.

win-hunt-25 | IS 3523-004 Munoz Spring 2025 - Google Chrome

o

2% portal.simspace.co

l win-hunt-25

& NetworkMiner 2.6
File Tools Help

Socket: vmxnet3 Ethemet Adapter (172.16.3.29)
Hosts (16) Files Images Messages Credentials Sessions (6) DNS (14) Parameters (65) Keywords Anomalies
Sort Hosts On: | IP Address (ascending)

) 192.168.134.129 [INSQhrOLMwHSZE3] [bdI4k HD5 5k Azksc] (Linux)
IP: 192.168.134.129
R MAC: 000C293F2031
M NIC Vendor: VMware, Inc.
M MAC Age: 1/21/2003
Hostname: 1NSQhrOLMwH8ZEh3, bdI4kHD5f5k Azksc
=- ) 0S: Linux
Ettercap: Linux Debian (100.00%)
pOf (NetSA): Linux 2.6 (newer, 10) (possibly Ubuntu 11.04) [Linux] (100.00%)
Satori TCP: Roku DVP 9 (33.33%) Linux - VDLinux 2.6 (33.33%) BrightSign HD1022 (33.33%)
TTL: 64 (distance: 0)
# Open TCP Ports: 29922
> Sent: 1573 packets (1,712,909 Bytes), 0.00% cleartext (0 of 0 Bytes)
{a Received: 585 packets (156,369 Bytes), 0.00% cleartext (0 of 0 Bytes)
@12 Incoming sessions: 1
&8
=3 Host Details
Queried |P Addresses : 192.168.134.132
Domain Name 1: .
Domain Name 2 : WORKGROUP
Accepted SMB dialects : LANMAN1.0,LM1.2X002,NT LANMAN 1.0NT LM 0.12
Device Category : Linux
SMB Native LAN Manager 1 : Windows 2000 5.0
SMB Native OS 1 : Windows 2000 2195
—- &% 192.168.134.132 [APLOVERS-765952] (Windows)
i IP: 192.168.134.132
- MAC: 000C297DF378
- NIC Vendor: VMware, Inc.
M MAC Age: 1/21/2003
Hostname: APLOVERS-765952
=@ 0S: Windows
Ettercap: Windows 2000 Version 5.0 (Build 2195) (85.71%) Windows XP Pro, Windows 2000 Pro (14.29%)
pOf (NetSA): Windows XP SP1 [Windows] (85.71%) Windows XP SP1+, 2000 SP3 [Windows] (14.29%)
Satori TCP: Windows - Windows 10 (66.67%) Windows - Windows XP (33.33%)
TTL: 128 (distance: 0)
[+ Open TCP Ports: 445 (NetBiosSessionService) 1000 139 135
&> Sent: 591 packets (156,945 Bytes), 0.00% cleartext (0 of 0 Bytes)
¢a Received: 1582 packets (1,714,025 Bytes), 0.00% cleartext (0 of 0 Bytes)
@12 Incoming sessions: 6
(- % Outgoing sessions: 1
=) Host Details
Queried IP Addresses : 192.168.134.2
Queried NetBIOS names : APLOVERS-765352<20>
Domain Name 1 : APLOVERS-765952
Prefemed SMB dialect : NT LM 0.12
Device Category : Windows
SMB File Share 1:\\192.168.134.132\IPC$
SMB Native LAN Manager 1 : Windows 2000 LAN Manager
SMB Native OS 1 : Windows 5.1

Figure 5: Hosts tab within NetworkMiner
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%5 portal.simspace.com

win-hunt-25

@ NetworkMiner 2.6

File Tools Help

Filter keyword

Parameter name
WING10910JGOSC<20:

NetBIOS Query
WINQ10910JGOSC<20>

SMB Native LAN Manager

SMB Native 05

SMB Native LAN Manager

SMB Native OS

SMB Native LAN Manager

SMB Native 05

SMB Native LAN Manager

SMB Native 05

SMB Primary Domain

SMB Native LAN Manager

SMB Native 05

SMB Tree Connect AndX Request 23793
SMB NT Create AndX Request 23733
SMB NT Create AndX Request 23733
SMB NT Create AndX Request 23733
SMB NT Create AndX Request 21733
SMB NT Create AndX Request 23753
SMB NT Create AndX Request 23783
NetBIOS Query

APLOVERS-765952<20:

NetBIOS Query

APLOVERS-765952<20:

NetBIOS Query
APLOVERS-765952<20:
NetBIOS Query
WINQ10910JGOSC<20:
NetBIOS Query
WING10310JGOSC<20>
NetBIOS Query
WINQ10910JGOSC<20:
NetBIOS Query
APLOVERS-765952<20:
NetBIOS Query
APLOVERS-765952<20:
SMB Native LAN Manager
SMB Native 05

SMB Native LAN Manager
SMB Native 05

SMB Native LAN Manager
SMB Native 05

SMB Native LAN Manager
SMB Native 05

SMB Prmary Domain

Google Chrome

Socket: vmunet3 Ethemet Adapter (172.16.3.29)

Parameter vaue
192.168.134.158
WINQ109104G0SC20:
192.168.134.158

Windows 2000 5.0

Windows 2000 2195
Windows 2000 LAN Manager
Windows 5.1

Windows 2000 5.0

Windows 2000 2195
Windows 200050

Windows 2000 2195

Windows 2000 LAN Manager
Windows 5.1

192 168.134.132\PCS
SRVSVC

BROWSER

BROWSER

SPOOLSS

APLOVERS-765952<20:
192.168.134.132
APLOVERS-765952<20:

WINQ10910JG0SC<20>
192.168.134.158
WING10910JGOSC <20:
192168.134.158
WINQ10910JG0SC<20>
192.168.134.158
APLOVERS-765952<20:
192168134132
APLOVERS-765952<20:
192168134132
Windows 2000 5.0
Windows 2000 2195
Windows 2000 LAN Manager
Windows 5.1

Windows 2000 5.0
Windows 2000 2195
Windows 2000 5.0
Windows 2000 2135
WORKGROUP

Hosts (16) Fles images Messages Credertials Sessions () DNS (14) Parameters (65) Keywords Anomalies

Frame number  Source host

%
)
)
M

132,168 134 158 [WIN-Q10910JGOSC]
192.168.134.158 [WIN-Q10910JGOSC]
192.168.134.158 [WIN-Q10910JGOSC]
192.168.134.129 (Lnux)

192.168.134.129 (Lius)

12.168.134.132 (Windows)

192.168.134.132 (Windows)

192.168.134.1, ISQhrOLMwHBZER3] (Lirux|
192168134 1, SQhrOLMwHEZEN 3] (Linux
192 168.134.129 [INSGhrOLMWHEZER3] (Linux
192.168.134.123 [INSGhOLMWHEZEN3) (Linux
192,168 134,129 [INSQhrOLMWHEZER3) (Linux
192.168.134.132 (Windows|

192.168.134.132 (Windows)

192.168.134.129 [INSGheOLMwHEZER3) (Linux
12.168.134.123 [INSGHOLMWHEZER3] (Linua

1921681341, SQhrOLMwHBZERJ] (Linux)
1521681341, ISQhrOLMwHBEZEN 3] (Linux]
192.168.134.1. ISQhrOLMwHBZER 3] (Linux|
192.168.134.1, ISQhrOLMwHSZERJ] (Linux|
192.168.134.1. SGhrOLMwHEZEN3] (Linux]
192.168.134.1. OVERS-765952) (Windows)

1921681341
192.168.134.1
192168134 1
1921681341
192.168.134.1
192168134 158
192.168.134.158
192.168.134.1
192.168.134.1
192,168,134 158
192.168.134.1 <
192168134 132 [APLOVERS-765952] (Windows)
APLOVERS-765952] (Windows)
OVERS-765352] (Windows)
182.168.134.132 [APLOVERS. 765952] (Windows)

192.168.134.125 [INSGHOLMWHEZER3) bdld HDS Az
192,168 134 129 [INSQOLMWHEZEN3) bdl&HDF SkAz
192168134 1 OVERS-765352] (Windows)
152.168.134.1 /ERS-765952] (Windows)
192.168.134.123 [INSGhOLMwHEZER?) Bk HDSSAz
192.168.134.123 [INSGhOLMWHEZEN3) bl HDS A

1921681341, ISQhrOLMwHBZER3] bdidkHDF Sk Az
192.168.134.129 [INSGhrOLMwHEZEN 3] bdidk HDSF Sk Az
152.168.134.129 [INSGhrOLMwHEZEN 3] bdidk HDS Sk Az

Figure 6: Parameters tab within NetworkMiner

Source pot
UDP 137
UDP 137
UDP 137
TCP 41254
TCP 41254
TCP 445
TCP 445
TCP 41254
TCP 41254
TCP 41254
TCP 4125¢
TCP 4125¢
TCP 445
TCP 445
TCP 41254
TCP 41254
TCP 41254
TCP 4125¢
TCP 41254
TCP 41258
TCP 41254
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
UDP 137
TCP 57567
TCP 57567
TCP 445
TCP 445
TCP 57567
TCP 57567
TCP 57567
TCP 57567
TCP 57567

Destination host
192168.1342
1921681342
192.168.1342

192,168 134,132 (Windows|
192.168.134 132 (Windows|
192.168.134.129 [INSGROLMWHBZE3] (Linux)
192168.134.129 [INSGhOLMWHEZEN] (Linux)

152 168.134 132 (Windows

192.168.134.132 (Windows)

192.168.134.132 (Windows)

192.168.134.132 (Windows)

192.168.134 132 (Windows)

192 168.134.129 [INSGhwOLMwHEZER 3] (Unux)

192168.134.129 [INSGhOLMwHBZER] (Linsx)
192168.134.132 (Windows)

192,168 134,132 (Windows)

192 168 134 132 (Windows)

192 168.134.132 (Windows|

192 168.134.132 (Windows)

192.168.134 132 (Windows)

192.168.134.132 (Windows)

192168.1342

1921681342

192168.1342

152168.1342

1921681342

1921681342

192168.1342

1921681342

1921681342

1921681342

1521681342

192.168.1342

1921681342

1921681342

1921681342

1921681342

192 168 134 132 [APLOVERS-765952] (Windows
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I then proceeded to analyze the packet capture in Wireshark to gain a better
understanding of the activity between the suspected attacker and victim systems. Within just a
few seconds of applying filters to isolate communication between 192.168.134.129 (the Linux
attacker) and 192.168.134.132 (the Windows host APLOVERS-765952), I observed a high
concentration of SMB protocol traffic, specifically over TCP port 445, which is commonly used
for file sharing and remote device access in Windows environments. This immediately raised a

red flag, as SMB traffic is a well-known vector for lateral movement and exploitation,

SMB SetupAndXResponse
SMB SetupAndXResponse
SMB SetupAndXRequest
SMB SetupAndXRequest
SMB SetupAndXRequest
SMB SetupAndXRequest
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SMB SetupAndXResponse
SMB SetupAndXRequest
SMB SetupAndXRequest
SMB SetupAndXRequest
SMB SetupAndXRequest
SMB SetupAndXRequest

particularly when targeting legacy operating systems like Windows XP or 2000. What stood out
even more was the presence of numerous calls to EnumPrinters, a Windows API call typically
used to enumerate available printers on a remote machine. In Wireshark, these calls appeared
within DCERPC (Distributed Computing Environment / Remote Procedure Call) traffic tunneled
over SMB, indicating that the attacker was attempting to query the list of printers configured on
the APLOVERS system as shown in Figure 7. The repeated use of this enumeration function
suggests the attacker may have been attempting to gather intelligence on networked printers in
order to exploit printer spooler vulnerabilities and get access to the network. Digging deeper into
the SMB protocol traffic, I observed several references to pipe spoolss, which refers to the
spooler subsystem named pipe, a critical component of Windows' print services. Named pipes
like spoolss allow for inter-process communication and are often targeted in attacks because they
are exposed by default and can sometimes be accessed with limited or no authentication in
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legacy environments. The use of \pipe\spoolss confirms that the attacker was not just scanning
the system but was specifically targeting print-related services, which have historically been
abused in vulnerabilities. The technique for these types of attacks is that they use spooler
communication to inject commands, impersonate users, or move laterally within the network.
Furthermore, by following the TCP stream associated with this traffic, I could see SMB headers
and content embedded in what appears to be printer and device enumeration responses as shown
in Figure 8. The string data within the payload (as shown in the TCP stream view) includes
identifiers like Windows NT, Remote Printers, and Internet Providers, all of which reinforce that
the attacker was successfully querying and retrieving configuration data from the spooler service
running on APLOVERS-765952. This confirms that the target host is not only running Windows
2000/XP but also has its print services exposed, likely making it a high-risk endpoint within the
environment. The actor behind 192.168.134.129 appears to have been conducting targeted
enumeration of print services, likely with the intention of exploiting exposed SMB functionality
for lateral movement, persistence, or data manipulation.
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Figure 8: TCP Stream

After completing the analysis of the SMB and printer enumeration traffic, I turned my
attention to the broader patterns within Wireshark. Using Wireshark to isolate traffic between
192.168.134.129 (the attacker) and 192.168.134.132 (the target), I identified a massive volume
of TCP ACK packets with little to no accompanying data. As shown in Figure 9, the attacker
flooded the victim with hundreds of ACK segments, creating a high volume of seemingly valid,
yet non-productive traffic. This technique is a known Denial-of-Service (DoS) method, often
referred to as an ACK flood, which is used to overwhelm the target system's network stack, force
CPU consumption, and exhaust memory allocated for connection tracking. Unlike SYN floods,
which disrupt the handshake process, ACK floods target established or half-open connections,
making them more difficult to block using traditional firewall rules. The intention here was not
to establish legitimate communication, but to degrade the performance of the APLOVERS-
765952 host and reduce its ability to respond to legitimate requests. A system overwhelmed with
excessive ACK packets may struggle with logging, fail to allocate enough resources for
processing new requests, or even crash. This behavior demonstrates a clear attempt to destabilize
the environment prior to exploitation, ensuring that subsequent intrusion efforts encounter
minimal resistance from host-level or network-based defenses. Once the system was under
pressure, the attacker transitioned to the second phase of the operation, infiltration using TCP
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reset (RST) manipulation. As shown in Figure 10, the attacker initiates TCP handshakes and then
immediately follows them with RST flags, which forcefully tear down connections. These TCP
reset packets are not meant to disrupt services in this context, but rather to manipulate the
connection state, bypass protocol verification checks, or evade detection by simulating broken or
terminated connections. This is often done to disguise malicious SMB or RPC-based payloads,
especially when probing vulnerable services like the Windows Print Spooler over port 445. By
resetting sessions strategically, attackers can fly under the radar of certain intrusion detection
systems that expect to see complete TCP flows. Together, these two behaviors, initial ACK
flooding to overwhelm and soften the target, followed by RST-based stealth infiltration,
highlight a calculated and staged attack pattern. The attacker first induced system fatigue through
volume, then moved in with precision to exploit exposed services and enumerate printers using
spooler-related named pipes. This layered tactic not only maximized disruption but also ensured
deeper compromise with reduced chances of detection. Wireshark played a critical role in
exposing these low-level details and validating what higher-level tools had already suggested. By
tracing the attack path from SNORT alerts, to NetworkMiner's host view, and finally to
Wireshark's insights, [ was able to reconstruct the attacker’s likely objectives and assess the
potential impact of their actions on the targeted system.

win-hunt-25 | 1S 3523-004 Munoz Spring 2025

Figure 9: Wireshark showing multile ACKs
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Figure 10: Wireshark showing multiple TCP Resets

To correlate network activity with local system behavior, I next examined the capture file
properties in Wireshark. As shown in Figure 11, the .pcap file covered a very narrow window of
activity, specifically from July 8, 2017, at 1:09:32 PM to 1:13:45 PM UTC. This short time span
includes all the suspicious SMB traffic, enumeration attempts, TCP reset infiltration, and the
ACK flood DDoS observed in earlier analysis phases. With this timeframe in hand, I turned to
the Event Viewer to cross-reference system-level logs and verify if the APLOVERS-765952
system recorded any internal service failures, crashes, or suspicious activity that could support or
further validate what was seen in the packet capture. However, after reviewing the security log in
the Event Viewer as shown in Figure 12, I discovered that no events were recorded during the
packet capture’s timeframe, not even standard service messages or system info logs. The logs
jumped from well before to well after the 1:09—1:13 PM window. This noticeable gap indicates
that the system may not have been using or correctly configured with a time synchronization
protocol, such as NTP (Network Time Protocol). The absence of synchronized time is a critical
finding in any forensic investigation because it introduces uncertainty when correlating logs
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across systems. Without consistent timestamps, it becomes extremely difficult to align network
activity with system-level responses or trace an attacker’s path across multiple machines in a
network. Attackers often exploit this by disabling or spoofing system time to obfuscate their
tracks. To gain further insights despite the time discrepancy, I applied a targeted strategy by
searching for relevant services within the Event Viewer. Given that my earlier packet-level
investigation in Wireshark revealed repeated references to the SPOOLSS named pipe and
multiple EnumPrinters SMB calls, I focused my Event Viewer search around the Print Spooler
service. This proved fruitful, as shown in Figure 13, where a system log entry (Event ID 7035)
confirmed that the Print Spooler service was stopped at 4:13:07 PM on August 6, 2016. While
this timestamp is out of sync with the .pcap, it aligns with the attacker’s objective observed
during the enumeration phase, which was to interact with the remote printing services. Searching
for “spool” in the logs helped isolate a relevant activity trail tied directly to the attacker’s target,
providing strong context to the SMB-based intrusion we observed in Wireshark and
NetworkMiner. Using Event Viewer shows that it remains a critical tool in forensic
investigations. While network tools like Wireshark and SNORT capture the external interaction,
Event Viewer shows the internal reaction, if properly configured. In a real-world setting,
ensuring synchronized time and comprehensive logging is essential for reliable forensic
correlation, legal admissibility of evidence, and building an accurate incident timeline. Had NTP
been enabled and properly set, this would have allowed a perfect overlay between .pcap traffic
and system responses, making the attack reconstruction far more precise.

M Wireshark . Capture File Properties - pcap.pcap

Details

File

Name: C:\Users\Administrator \Desktop jnor4ab4\pcap.pcap

Length: 19598

Hash (SHA256): 198626b220e50598dbb 56 7d40b04666 334796 744 2e8efcbe4a569d00fd2d6 3a4

Hash (RIPEMD160): 306cdb86d4ef853c50e 78122958 1fa3d867295¢8

Hash (SHA1): 1ca1bad70503f437132b3447657520431fad2001

Format: Wireshark/tcpdump/... - pcap

Encapsulation: Ethernet

Snapshot length: 262144

Time

First packet: 2017-07-08 15:09:32

Last packet: 2017-07-08 15:13:45

Elapsed: 00:04:12

Capture

Hardware: Unknown

0s: Unknown

Application: Unknown

Interfaces

Interface Dropped packets Capture fiiter Link type Packet size limit
Unknown Unknown Unknown Ethernet 262144 bytes
Statistics

Measurement Captured Displayed Marked
Packets 2364 89 (3.8%) =
Time span, s 252.934 0.225 .
Average pps 9.3 3949 -
Average packet size, B 813 221 -
Bytes 1921245 19695 (1.0%) 0
Average bytes/s 7595 8% -
Average bits/s 60k 69% -

Figure 11: Capture File Properties
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Figure 12: Event Viewer showing that there is no time for the specified window
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Log Name: C:\Users\Administrator\Desktop\inor-lab4\Maybe Hacked Box--Secu g.evt
Source: Service Control Manager Logged: 8/6/2016 4:13:07 PM

Event ID: 7035 Task Category: None

Level: Information Keywords: Classic

User: SYSTEM Computer: APLOVERS-765952

OpCode: Info

More Information: Event Log Online Help

Figure 13: Event Viewer showing that the incident was indeed logged
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Story

The attack began with a high-volume TCP ACK flood originating from IP address
192.168.134.129, a Linux Debian-based host operating within a virtualized environment. This
traffic targeted 192.168.134.132, a legacy Windows XP/2000 system identified by its hostname
as APLOVERS-765952. The flood consisted of hundreds of TCP packets with the ACK flag set,
transmitted without any actual payload or session continuation. This form of traffic is
characteristic of an ACK-based Denial-of-Service (DoS) attack. Unlike SYN floods that disrupt
the handshake process, ACK floods exploit established or mid-handshake connections,
consuming memory and CPU resources on the target by overwhelming the connection tracking
tables and exhausting processing capacity. The purpose of this flood appeared to be degradation
rather than destruction, intended to slow down the system’s responsiveness, reduce the efficacy
of detection mechanisms, and possibly suppress logging output, making subsequent actions
harder to trace in real time. Once the flood had weakened the target’s ability to maintain normal
operations, the attacker shifted to the infiltration phase, which involved the use of TCP Reset
(RST) packets. These RSTs were injected mid-session, often following a SYN or partial
handshake, which forcibly terminated ongoing or forming TCP connections. This tactic is
typically employed to evade IDS logging, disrupt stateful inspection tools, or avoid creating
complete session records in traffic monitoring solutions. The use of RSTs here indicated that the
attacker was probing the system’s ports, particularly port 445, which is commonly associated
with SMB (Server Message Block) services on Windows environments, without leaving behind
clear connection footprints. These probes were not random. They were focused and timed,
suggesting a deliberate effort to fly under the radar by manipulating how packet logs are
generated and processed. Following the stealthy network probing, the attacker began a targeted
enumeration of SMB services. Analysis of the .pcap file in Wireshark revealed repeated SMB-
based interactions involving the DCE/RPC protocol and a focus on the Print Spooler subsystem.
Specifically, the attacker initiated multiple calls to the EnumPrinters function, which is used to
remotely list available printers on a host. These calls were tunneled through SMB sessions and
directed at the \pipe\spoolss named pipe, a critical [IPC mechanism used by Windows Print
Spooler services. The presence of these calls strongly suggested an attempt to either enumerate
installed printers for further targeting or exploit known vulnerabilities within the spooler, such as
unauthenticated remote code execution or privilege escalation techniques. Such attacks are
especially relevant in legacy systems like Windows XP or 2000, where unpatched services are
common and spooler hardening is often lacking. At this point in the analysis, tools such as
SNORT were used to further validate observed behavior. SNORT generated multiple alerts
related to abnormal TCP segment sizes, TCP port scans, and excessive SMB-related activity,
including warnings for potential reconnaissance techniques. These alerts confirmed that the
activity was not benign. In NetworkMiner, the attacker's host was fingerprinted with high
confidence as running Debian Linux, and its associated MAC address was tied to a VMware
adapter, further supporting the conclusion that the attacker was operating from a virtualized
environment. Notably, NetworkMiner also detected the presence of Ettercap on the attacker’s
host, a powerful tool often used for man-in-the-middle attacks, credential harvesting, and ARP
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spoofing, indicating that the attacker was equipped to escalate access if the intrusion succeeded.
Meanwhile, the target system, APLOVERS, was confirmed to be a Windows XP or 2000 host,
and exhibited all the hallmarks of an unprotected legacy endpoint. It accepted SMBv1
communications, used legacy dialects like NT LM 0.12, and had named pipes such as spoolss
exposed without apparent filtering or access control. These conditions significantly increased the
system’s attack surface. Importantly, when the Windows Event Viewer logs were examined,
there were no events recorded during the time of the attack, which spanned from July 8, 2017,
3:09:32 to 3:13:45 UTC, as recorded in the .pcap file metadata. This gap suggested that the
system either lacked a functioning time synchronization protocol like NTP, or that logs were
being suppressed or not properly configured. The absence of logging during the critical window
of attack significantly impeded correlation efforts and would have severely delayed detection in
a real-world scenario. To overcome this challenge, Event Viewer logs were searched for the term
“spool”, based on the SMB spooler activity seen in the capture. This search led to a discovery of
a Print Spooler stop event at a much later time, which, while not timestamp-aligned due to no
time protocol, demonstrated that spooler activity was logged under normal conditions. This
confirmed that the service was indeed exposed and potentially vulnerable at the time of the
attack, even if internal system logs failed to capture the exact intrusion window. In summary, the
attacker followed a deliberate, multi-stage approach: beginning with a TCP ACK flood to
exhaust the target’s resources, then moving to TCP resets to stealthily probe for weaknesses, and
finally launching a targeted enumeration of the Print Spooler service via SMB, likely as a
stepping stone to deeper exploitation. The use of ephemeral source ports, printer enumeration
functions, named pipe communication, and Ettercap all point to a well-equipped and methodical
adversary. The victim, lacking proper logging and time synchronization, was not only vulnerable
in terms of software but also from a visibility standpoint, making it an ideal target for this type of
layered attack strategy.

Conclusion
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This lab served as a meaningful exercise in understanding the complexities and
responsibilities that come with cybersecurity analysis and incident response. It emphasized the
importance of critical thinking, attention to detail, and a methodical approach when investigating
potential security breaches. In the broader context of the cybersecurity community, labs like this
are essential for developing the next generation of analysts who are capable of identifying
threats, understanding attacker behavior, and preserving the integrity of digital environments. As
cyber threats continue to evolve in both scale and sophistication, the ability to dissect and
respond to incidents becomes a crucial skill not only for individuals but for organizations at
large. This lab reinforced the idea that proactive investigation, proper logging practices, and
layered analysis are vital components in maintaining a secure and resilient infrastructure. By
participating in this exercise, I gained practical experience that aligns with the real-world
challenges faced by security professionals and deepened my understanding of the importance of
collaboration, tool integration, and continuous learning in today’s ever-changing digital
landscape.
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